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The purpose of this research is to develop a large mobile online testing system
(MOTS) that can connect the examination and the data processing of multiple
institutions. This system can be used for entrance examination or any other
examinations with high number of examiners at the same time. SUT-MOTS was used
as a prototype with the PHP scripting language and MySQL database running on
Linux operating system. This system can be installed and operated on any modern
computer. Visual tester Selenium IDE (Integrated Development Environment) was

performed to test the system and the data was reported.
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STS: iserver: Testing Server Management To master: No Setup
This is the first time for administrator.
Please memorize below login name and password.
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[ sSwhwdmenmbrm® | mwo [ crecomemmesty [ s |
[ me [2wue J[ s monci [ ciosivus |[ 6 ouoioule || & douw [ 7 Swmesoe [ Sl [ e |
I Welcome to uw1Ing duimaTuTadysu1s€ |

... SN Q3 k)l\‘ Five system server types

1. MCTS: Master Conlrel Testing Server
. 2. SRS: Score Repor Server
& 1J .

j 3. CTS: Control Testing Server

_D / a M y i ! 4. This is STS: Site Tesling Server
T~ § t }" 5. RTS: Room Tesling Server

Diagram of the server network

0000, THAILAND

‘]Jﬁ 3.12 !1111!1/1 1 intro ueraumureszuuTunng

2. 1y To Master dumaeudainioudsines CTS : Control Testing Server
Chignsaldan 1@z sonuuuie 1luewiaafiinindoude lddaszuy
fuilu Master fiogszaugani)

3. 1y Allow  Client Funsaantiveeyaalfinies Client 1hwuFoude

Tagaaniilu Add Client daueraslugai 3.13

To master: No Setup

——m——————

There is no chent server al this moment.

H 9 ] 4 1 % 4 -
717 3.13 mihmaasmsoyaarouse ldunses Client

4 U . Y Y 1w { 4 °
Lﬁﬁ]ﬂﬂﬂll Add Client ll’ﬁ’Ji]%‘]J51ﬂ§]ﬂu1ﬁl1ﬂﬂﬂllﬁﬂ\1€lu§ﬂ‘ﬁ 3.14 Lﬁaizummu

A - A A 1 9
1309 Client nazyouauu
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1 MCTS: Master Control Testing Server
Ew SRS: Score Report Server

Choose client server type CTS: Control Testing Server

STS: Site Testing Server

' RTS: Room Testing Server

Give number of clients 0 Submit

' ] ' '
3U7 3.14 wihaelumsasaieyanaliiaies Client Whuuouso

enatfu Submit udrvzilsinguiaeaaaaslugii 3.15 wieunusiunses

Client Naz@ouaviiu

| STS: unAnsrdnmaTuTadgsus@ | To master: No Setup | Check System Integrity " Logout |

[ 1. Intro || 2o Master || 3 miowcien || 4 toad pata || 5. client Status || 6. Account || 7. SaveRRestore || 8. Logs | 9. Wb |

There are 4 clients specified at this moment. | Modify selup

No. Client User Password Keep Alive Time Received Pub Key Allow Connection Registered
1 RTS: Room Testing Server node 1 & rts_fcom 6916430145 25 ® Yes &= ®
2 RTS: Room Testing Server node 2 & rts_2com 4165991528 25 x® No = ®
3 RTS: Room Testing Server node 3 & ris_3com 2706433197 25 ® No = ®
4 RTS: Room Testing Server node 4 & rts_4com 8265599861 25 x® No = ®

Display Client Status

A . 4 ' 4 ad o
gﬂ‘ﬂ 3.15 ’Viﬁ}W]1\1Llﬁﬂ\ialgl}f]33!’(,1Lm3’dﬂTL!3fﬂiL%@Mﬁ@m@ﬁlﬂ%ﬂ%%iwnﬂi RTS

A [ 4 1 v dy
11n31/9 3.15 uaasneaviveyanazaauza1e 9 aeae 111l

[

v o . < 4 4 Aad P 1 4 ' o P
aoauy Client Wluyevounsousivines RTS NmMsdouaoiiu daudnyal

g

A = 9/4' 9 A 1 A ad 4 6”;
1n3eareMnum 3 e l¥aunswseuneveunioudinines RTS 1y o
[ 4 < 4 { 4 ad 4 I~ a
Aoduil User iHluroniasoudsvines RTS 14lumsaondu

[ 4 < Y] 1 { 4 ad 4 < a
asaul Password 1 uswaniunassudinmes RTS 14Tun1580ndU

~ v J

4 ad 4 v ] ] y a [y} [
TaanToudsninos STS amngoaud lswaru i ld Tasaannaoauisianiu

A

v . A I [} 4 1 W .
aoauil Keep Alive Time iumsniremsiseunenumses Client
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o @ . < '3 4
aoauil Received Pub  Key flunisa¥weddarsisaziiieldluns
v W 4 - { § v - 4
hsWanunies Client Tuvaziinsuann/asudeyaneaui Allow Connection 1diie
4 ad 4 4 1 4 1
ayana linsousivies RTS Whundouas (mnlimseyanaldansadouaodiu 1d oz
HEAoANAII yes)
[ o . I ~ A -
Aoawui Registered 1funisuenaniugnisainziiouyeaunioa Client
Jd 3

nldFouaodu mindydnvaniuniesnuiogn  uaasiunies Client ldiouns

Winduasousinnes STS uda

4. iy Load Data ldiveriudrdeaen (Browse to exam file) / s1inaszuudou
Y 1 Y [
(Browse to update file) ué’aéﬁ'@gaungﬂm”lﬂmm?m Client aruan¥ouns

i aauaaslugili 3.16

| STS: aninnrdumatulalgsus€ | Loading exam and updates | Check System Integrity " Logout ‘

| 1. Intro || 2o master || 3 mowcient || 4 tosspas || 5 Cient Stats || 6 Account | 7. saveRestore || 8. Logs [ 9. Wb ‘

Use this menu to load test exam and update into this server
(This server is STS: Site Testing Server)

Browse fo exam file (File starts with System_data_sots)

Browse... | No file selected. Upload now

Browse to update file (File starts with Update_sots)

Browse... | No file selected. Upload now

Clear data for this server
= Y oL 9 o
317 3.16 whanihEdodeu/d1nnszvuaey

. I ' 4 ad I o
5. 1y Client Status [Humynaasdniuzan 9 vounsoussnnes RTS awaal
1 v Y
Tugii 3.17 Fediseazideanasae 1
4 . 4 4 ad ¢ ! 4 '
Apauil Client naas¥eveunssadsves RTS nlimsyouaeitiiun
4 . 4 4 a 7
aoauu Allow Connection 1# ooy ialdinSoudiines RTS
) A 1 ~ ) A v 9 Y 9 o 1
N DU (mﬂumsaummiwmmmwamammﬂﬂ LUAAIVDAIINAII YES)
@ 4 . 4 ad 14 1 4 1
AoauY Registered waasgaIuzveuAToussWes RTS Wla¥eudne
9 = = Y Y
FNNNNSLIUIULTEUT DL

v o . 4 ' 4 Ad P
aoaull Online vonanuz lumsreunovsuns0UF WIS RTS
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o 4 4 ad 4 ' o o o a g’z
AoANY State UendIAMIULYRUATOUTS WIS RTS Middedmiumsvuasula

3]
[T g o Y o n Y
Apaw Waiting unaassuaudngs luldaou
[T . o YN o W
IR Testlng HEAIIUIUAND IO T
v J o Yt <
fAoauu Tested HEPNUIUANTDULATY
v @ ° Yt 3 & Y
Aoawl Total tested naaaduIUANTRUIAT INIHUALGD
| STS: uninenduinatulaigsu1s@ | To master: No Setup | Check System Integrity || Logout |
[ tmwo || 2ToMaster | s AlwClent || 4 loadData || 5 cienisiaus | 6 Account ][ 7. SaveRestore || 8logs || 9. Wb |
No. Client Allow Connection Registered Online State #waiting #tesling #lested #Total tested
1 RTS: fiasmaul > Yes & & NoTesWeb 0 0 0 0
2 RTS: Room Testing Server node 2 No i % ® Unknown 0 0 0 0
3 RTS: Room Testing Server node 3 No i % x® Unknown 0 0 0 0
4 RTS: Room Testing Server node 4 No i % ® Unknown 0 0 0 0

Total ==> 0 0 0 0
H Y 4 ad 4 ! A 9
317 3.17 nihdaaasanuzvounsoudivines RTS Nneideq

& 3 A { g
6. iy Account Wlumsadie Account yuunInaiivesimihiilu Guest Account
1 < a 3
Tagoyalddnigszuu Idifiesedunen inlinisaendwauuilu Guest  Account

vz hignsoud lunSeavaauais 9 lauuu Admin Account auaaslugili 3.18

| STS: unAnardnivaTulaigsurs@ | Account | Check System Integrity ” Logout |

[ 1. Intro || 27t Master || 3 miowcient || 4 toadData || 5. client Stas || & account ][ 7. saveRestore || 8. Logs I 9. Wb |

Clear User: | Clear Admin
Add guest user => Name: Password: I Add Guest User

g1 3.18 wiheaeraamy Account

9 <
7. wiy Save/Restore 1flunsdrsesdoyanazgrudoyalasnnlugiluuuveslld
Tavausanudoyalvaldalu Flash Drive I8 nazawnsnindiszun1dlas Idiagiiudh

v v v o A .2 o a
"lﬂuimmgﬂﬁsnuazmElu”lﬂaﬂmﬂssuuum”luu ﬂmﬁﬂﬂugﬂ“ﬂ 3.19
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Save/Restore

Restore System
Normally, file name is RTS-LabCom1-io0mxx.tar.gz

System data file Browse... | No file selected.
Export System Data
You may change file name by replacing number at the end with a more appropriate string.
System data file STS-u.imaTuTalqsuni-22Apr2014-1398175498 tar.gz _

To save System data of this server on a USB device, you may plugin a usb device and select il:g

317 3.19 uaaayms Save/Restore Foya

< @ a 2 {a X 4 a
8. iy Logs ilumstiudinnanssuianuaitnavumeluaseusdivned STS

aaaaalugin 3.20

s wrwheelgmee ] les [ cedodmmew | e
= | = oo oo oo o o= o IETE

Show‘ 10 J‘ltems Sealchl

127.0.0.1 127.0.0.1 1396503920 Add user admin: a with password=a
2 127.0.0.1 127.0.0.1 1396503992 set server name to STS: nvlmmumniu’lﬂmgm‘n
3 127.0.0.1 127.0.0.1 1396504115 Clients of type rts have been added to the system
Show 1 to 3 From 3 items First | = Previous | 1 | Next = | Last

317 3.20 wanauy Logs

<3| 4 a
9. 1y Web board (Wb) iifunszaitiaunun ivel¥idquaeuamisoandodgua

L)

A Ty Y Y} A ' A ~
szuuNeggIni1a mndeamsaeunNizeea1s q nseaeunmuuINs luilgminny
£ Y 9 o Aa ' ' ¥ o & A a
YOITTVVADY RAUAszUUA NI IFUIMIAUTUNMTHTDUITITAIN ) TINNIMITUNNAY
P ) 7 oA . . . v
18 Falumsasideaunuannsouny lwdnmvse lWdaenewy (File Multimedia) 14

Y 1
(hiansaldanldluvast ssnuuuie 13usuina)

35  msl¥auszuu RTS (Room Testing Server)

. 4 ad s o
RTS : Room Testing Server ﬁem‘%mwsﬂnaiﬂ%’mmu%ﬂﬂﬁﬂﬂhﬁ'@@ﬁ@ﬂ

A4 999 9 402 a4 & ; A
lW@iﬂ@lm’]ﬁﬂUﬁﬂJa@ﬂ@u IUAU NYATDUTINTII HYATDU Llagﬁ\iwaﬁ@ﬂl’lﬂﬂ%ﬂiﬂ\‘]
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a 7 . . o 4 ' 9 4 ad s
F5vnes STS (Site Testing Server) Tasdnarinms¥euae lUdunsoudinies STS

. 4 o 4 voa ° 4 ad s
Fa14 lof vouazswalumsdoudongnimualilaansousivioes STS

YUADUMIMNUVDISZUY RTS

4

4 ' 1 I 4 v {
dWeowngszuy  RTS azdsinguiasdumundiwes  awanslugli 321

Y ) Y H
nminlillouvouazsiarmdmsumadhldauaiwsn udrnaniu Login As Admin

RTS: iserver: Testing Server Management To master: No Setup

This is the first login to manage this web.
Choose any usemname and password, you like (but hard to guess).
You have to memorize it

Login Name I

Password I

{ Y Y 1 Y 4 % v g’/
717 3.21 wihaumsngszuu Taemsileureuas swarunswsn

=

Ay v A @ 4 v 9 )
lilf]‘]JE]“LJ"]Jf]ilﬁ“]fﬂtlﬁgiﬂﬁW'luﬂluﬂiﬂuiﬂ §$1J‘]Ji]$l,!ﬁﬂ\3€llﬂllﬁ1/]ﬂ@ul€lﬂlﬂ

U U

aaaalugilin 3.22

RTS: iserver. Testing Server Management To master: No Selup

This is the first time for administrator.
Please memorize below login name and password.
Login name: a
Password: a

Click_to_continue

g1 3.22 wihaaasdoyadod 1Huazsanin

A 3 a 3 A 9 Y Y 1o A A
Lll’t]“l/nﬂ15a@ﬂﬂu&ﬂimiﬂﬂi@ﬂlm’m&ﬂi1ﬂ§]ﬁu1ﬁ1ﬂﬂﬂllﬂﬂﬂﬁlu§ﬂﬂ 3.23 IWDNINUM

A A A 9 14 [ ¢ A EY a 1
FoiAs0q Server ¥of Ivnuuaziues Insaniie l4lumsaase
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Please give server name.

This Server type '* RTS: Room Testing Server

Give server name
Give admin name

Give admin mobile telephone number

A Y o A A . 14 a J
g‘ﬂ‘ﬂ 3.23 HINANLEAINITMHUATD Server Fovos Admin aziuoes Insaane

dl o [ =S 2 U 1 - 9 Y 1
L‘JJ’E)‘VI"Iﬂ"IiﬂWWuﬂiWﬂﬁzlﬂﬂﬂﬂﬂﬂﬁTJLLﬁZﬂﬂ‘]Jil Submit  uan ﬁ]%ﬂi?ﬂa‘ﬁuﬁénﬂ

H 1 Y
awaaalugdi 3.24 Faliwy 9 myaieazideans 1l

1. iy Intro venaauzgluuulumswendeszuuaey Tassan Naorusilogiiv

fluszun RTS daaaslugili 3.24 gnasvuiomuii 1

[

~ A ad A o o i
AnATVNIYaUN 2 LAANE DUV UATBUFT WD N INMNUeY

e s 0000000 - 000 - ]
[ztovaser [ | 4cosaom |5 ueoageToswg || 6 Aocount [ 7. SwoRosore | obose [ ewe ]

| Welcome to Wasaaul |

- Five system server types

1. MCTS: Master Conirol Testing Server
2. SRS: Score Reporl Server

3. CTS: Conirol Testing Server

4. STS: Sile Tesling Server

5. This is RTS: Room Testing Server

Diagram of the server network

3U% 3.24 wyh 1 intro aaumuReszun UM

I ] 4 4 1 o 4 ad 4 a
2. wmy To Master Wlumsasaniveryende ldunsoudinines STS lagaan

n1Ju Click to add one aaueraslugiln 3.25

Q



38

To master: No Selup

There is no Masler selup.

517 3.25 wihaaasmsiyouse ldunses Master

iwonatlu Click to add one udrvzisinguihasaaanslugli 3.26 1ive

o A A I a o ] A I A J
mMyuaruay IP veunsos Master Glff)“luﬂﬁaf)ﬂf)mmzwamuﬂﬂumawanm

' MCTS: Master Control Testing Server
' SRS: Score Report Server

Choose Master server type '/ CTS: Control Testing Server
'* STS: Site Testing Server
RTS: Room Testing Server

Give Master IP 1721601
User to connect to Master _
Password to connect to Master _

ﬂﬁ 3.26 ‘mnma114ﬂ1immmewamﬂ"lﬂmmsm Master

4 U - Y Y v { 9 Y
enatlu Submit udrezinguiiadwaasluzili 327 nieunuudas

d

Y
VoY amﬂaumm

T Tomaster 721801 e T TR T
I - - [ ([ S T ) I T
Master Master IP Connect with User Connect with Password Action
wimaTuiadgsuad 172.16.0.1 rs_1com 123 Registered

307 3.27 mihmaaasdeyanilowduniiorouse ldunsoe Master

U
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23U 3.27 uaasaeduiideyaiiglfleoudin el lumsngeude ldua3es
Master sadio'l1/ii
Aol Master naasgiuuulumsiveuse lusunseudinlnesfegszduga
el
AaduY Master IP ugrasvaneay IP summ‘%m Master
aoduil Connect with User uaas¥odensuveunseudinines RTS
#ldFoudelidunsos Master
aodw Connect with Password uaassiaruveunioudines RTS
#ldFoudelidunsos Master
aodunl Action flumsigense lu§unses Master Tnsmsaanditlu Register
Now (mnfimsieuselildunies Master ud1azuanatonnudh Registered)

o 4 - - I 1 A 1 1Y) A
noaull Keep alive time (sec) Humsniianarlumsiyouaonuiniod
Master
[ 4 . . I [ 4 4
aoauyl Obtained Master Public Key flumssuadarsisuziinely
Tumsihswanunies Master luamzddimsuan)asudoya
4 I 4 1 @
Apautl Connect to Master Status 1lumsuenuaasaniuemsFouas 11d
A ~ A ' 9 o 1 . A~ 3 ¥
19399 Master (M1nUN5IFDUADITUAAIVDANNA1IT Online) LaziLoNNIADUIATINIHUA
= v

o a a {1 C 4 I 1
FovFosudarldauiiunisaaniily Send_and disconnect inorilunmisasdoyanisdon
Y

navina 11309 Master asuaaslugili 3.28

| RTS: Labcom1 \ To master(172.16.0.1): Oriine [ Check System Integrity [ togout |
1. Intro [ 2 To Master I [ 4 Load Data [ 5. Manage Testing || 6. Account || 7. SaveRestore || 8. Logs | 9. Wb |

OK upload file: All-tasi-dala_RTS-Labcom1-22Apr2014-1398175685 targz.nc fo master al 172.16.0.1

All data has been senl lo masler server at 172.16.0.1
Now, you may clear data for this server and shut down the compuler.

{ ' ' o § e <3 G4
g1 3.28 wiheaaaansasdoya lildunses Master navuaia3aauysol

vy 2

A A Yo a 3 A 9 Y Y 9
%1ﬂ§ﬂ‘ﬂ 3.28 LiJﬁ)llﬂﬂHLlHﬂﬁﬁ\i"U@iJaﬂdﬂllﬂLﬁimiﬂ‘ﬂi@ﬂllﬁ’) 1’T1ﬂﬁﬂdﬂ1iaﬂ‘ﬂ6y‘ﬁ

U

1 Y v
Woglumsougsninesnavualinaniaer clear data for this server
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- < ¥ 4 4 . 4 1

3. wy Allow Client iflumsasauiesygialdinies Client Wuuioune

Iy 4 ad ¢ S 4 ac sA
i 181 douluszuy RTS msizwseudivines RTS iweseudivineineg

[
o A

lussdudiiga)

4. 1y Load Data 1§ifteriudrdedou (Browse to exam file) / silianszunaoy
(Browse to update file) lunsaiii liannsadoudeiumses Master I8 uadramisa
Fourenunses Master 18 lilddoaounas li§sthan @1) vwgndau i Tagsa Tuiia

aqaraalugin 3.29

| RTS: vinsaaui | Loading exam and updates | Check System Integrity " Logout |

| 1. Infro |[ 2 To Master || |[ 4 Load Data |[[5: Manage Testing || & Account || 7 Save/Restore || 8. Logs I 9. Wb |

v Hide Test Exam
System_data_sots-5701-abc-28Mar2014 Hexam-1section-Siype tar.gz.nc () | Install and REPLACE lestweb:abc | [ Delete lestwebiabe |
Update_sots5701_aliserver-03Apr2014-15_22.1ar.gz.nc (€3 | Update code now

Use this menu fo load test exam and update into this server
(This server is RTS: Room Testing Server)

Browse to exam file (File starts with System_data_sots)

| Choose File | No file chosen Upload now
Browse to update file (File starts with Update_sots)
| Choose File | No file chosen Upload now

Clear data for this server

517 3.29 uerassIgazBean wninae iy 4 Load Data

U

Y
U a

a ~ a 3’, a 9y a o 1 dy
ﬂ1i¢]@¢]\‘n°]ﬂﬁf]ﬂﬁ]'lﬂ§ﬂ1/l 3.29 ﬁ'lﬂJ'liﬂG]ﬂﬁ\?')G]f'lﬁf]Ullﬂ 2 'J‘ﬁﬂ\‘l@]f]ulﬂu

9
U

1. fanamiaaunnmianzidou l1ldunsos Master
4 [+] 4 1 U 4 d = 4
o' ldvimareuse lddunias Master 1a5ai3susoouda vinasea Master
Y o o Aa A Aad < o
1dviimsodTvaniviaou insoudivines RTS  azuaaiuoy Test  Exam @audaaq
v Y v 1 Y 1 Y
Tuz1)#1 3.29 imiuTdhinsadniu Install testweb:abe teAaasIa@e ipn1sAnA

3 A a - o P~
sviseniooudaldnanily Continue Awuaaslugili 330

3
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| RTS: viasmaui | To master(172.16.0.1): Online | Check System Integrity ” Logout |

| 1. Intro [ 2 7o Master || | tead patla | 5. Manage Testing ][ - Account |77 SaverRestore || 8. Logs I 9. Wb |

Installing file is System_data_sots-5701-abc-28Mar2014-BY 1exam-1section-Stype tar.gz.nc
Extracting System file...done.
Deleting uploaded exam file...done.
Checking exam file intrigrity...successful.
Create testweb: abc, please wait.

Amount of directories that are newly created = 2
Amount of directolies that are newly linked to = §

Amount of files that are created = 2

done.
Extracting exam, setup data and database from the system daia file Deleting all unused files in temp/ ...successful.

Restore system data is complete and successful.

d' Y a g}/ a d‘ 9 =\ d‘ d' 1 Y d'
g‘ﬂ‘ﬂ 3.30 HUIANNUFANNITAANIIF I OU Lu@'lﬂmmmﬂumm%ma"lﬂmmﬁm Master

o Ia a 2’;
2. i lWadmdeumAanaeg
o Ia a 2’/ { [] 4 1 Y 4
Tumsihadmaevsiaadues 15lunsainluldivonas lidunsoq
ad 4 o % { .
w5Wnes STS awnsaddTnaalwaesldlasaseaingin 3.29 Browse to exam file
<3| 0 4 J 2 v &
Wumsrihudvoaon Taste lnderdosiuduale System_data_sots 111114
- I @ o {
5. 1wy Manage Testing 1ilumsdanismsdennieludesdon iimihiiniugu
Tdduinaevilousiariiuainszuusdaiiuneludosdon venaniuzvosgidnaon
vy o A g a 4 d 1 o A
sy lifidoEuaondu Buaey nyadaUYIAT 1 Hyadel nazdiwadoy ldunses
ad J @ { : o 1 4
1F5vnes STS awdaslugli 11 Falinvazidoansae 1l
4
msInddhaourimstlousdaruansni’la 2 asaelai
I ° v ] 1 ' '
1. 19on Use system password (Humsihsdeariuniiogluszuveguaannly
a0l
A I g’/ @ ] 1 )
2. 1@n Create a new shared password iJumsaasiariulyi Tasldynau
Tudesaoulisearufodny
A yvoo A & o d oy D, ¥ o vy v
e ldhmsidenmsassiaruasaissuiosuar niuiimseyaalddn
o a 2 1 dsl
douduiumsaeuaine 1il

- I ' A I a
1. Allow login flutjueyanaliisuaensu

a A Y 9

- I 1 2 o Aa

2. Start  Testing iHutjluoygaldisuaen  Idndnodiinaou ldduiiums
< a S A 9 Y ' = v 9 Y 9 '
aonduasunnauEaivzeuiosnds luszniemsdeumniimavadosaudianaou liamiso
oA g Y Yo A a A A o
autiumsaeunidos Taduiiumsnaniily Pause the test ilongamsdoudIA51)

. < U
3. Stop the test and display result 1Jui]urganisaoutaztaasnzuUNaTDY
a 4 o A v 3

Tiaanienuanaraev/dirdeunnau ldduiumsaededoudiabonioondn

4. Send result to Master ifluijudanadns ldunsos Master
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v 4
Tugmziduiunsdou a1u1snganIuz IunToUNUHAITIA0IAINAAY
' Y
Tus1# 3.31 1daaan Tail
o @ . ° YAy 93 a
Aoauil Login naassuiudin ladendu
v d - ° YA o W
ApaNY Testing uaaat uIUANMdIdol
o { <
oA Tested uaaatuIugnaouiaiv
v - - o Y A '
Apanl Testing offline naasdIuANIANIFOUAD
aodwl Disabled uaassugngnsziumsaou
v J - Y a
Apany May cheating teaIino199z1930NI A0

T . A A
AauY Time remain !Lﬁﬂ\il')ﬂ']ﬂlﬁﬁ'ﬂiﬂﬂ'ﬁﬁ@ﬂ

| v Hide Test Exam
[_From Master | System_data_sols-5701-abe 4 texam-1section-Siype.tar.gznc (¢ | Install and REPLACE testweb:abc | [ Delete lestwebiabe |
Managing testweb: abc correct test 1exam 1section Stype

This Server IP=172.16.0.1
Not allow tester to login, Not allow tester to start the test, Not allow tester to see test result.

Login=0 Testing=0 Tested=0 Testing offline=0 Disabled=0 May cheating=0 Time remain N/A

_ | _ | Start Testing Pause the test Stop the test and dispaly result Send result to Master | _

| Tester Multimedia | | Tester Manual |

317 331 wihaenauguasesdinaow

< 2 0 { Q)
6. 1y Account iflumsad1y Account vuinlnsioriihinilu Guest Account
] < a <3|
Tavougaliidiuigszunlaiiesed1afer nininisaendwdwnilu Guest  Account

vz lienunsoud luwseaudiuais q Tauuy Admin Account sanaaslugiii 3.32

Account

| v Hide Test Exam

[ From Master | System_dala_sols-5701-abo 4 fexam-1seclion-Siype.tar.gz.nc (€ | Install and REPLACE testwebiabc | [ Delele testwebabe |

‘]J‘ﬁ 3.32 ﬂmmmﬁmmu Account
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< )
7. 1y Save/Restore 1ilunisdrsesveyanazgiudeyalugdunuvesd
< ' - o { o
Taoawnsamnuveya Iwalalu Flash Drive 18 nazanusodiudnszuu'la lag lddnazaind

v v v o A8 o |
"lﬂuuﬁfNgﬂ?riNuazmagﬂmaaﬂmmmuummu ﬂ\illﬁﬂﬂugﬂ% 3.33

Save/Restore

Restore System
Normally, file name is RTS-LabCom1-x0000ctar.gz

System dala file Browse... | Nofile selected.

Export System Data
‘You may change file name by replacing number at the end with a more appropriate string.

System data file RTS-Labcom1-22Apr2014-1398175840. tar.gz [ Downbadnow |

To save System data of this server on a USB device, you may plugin a usb device and select iI:E]

ﬂﬁ 3.33 ugaayn1s Save/Restore maua

I @ a Y {a X 4 a
8. iy Logs iHumsiiudinfenssunanuaininadunielunieudsvnes STS

aaaaalugin 3.34

(T o (I v N
oo [ ovowemr [ | 4uscoen [[vamgerenimg][ oo [ 7omeReson [ v [ awe |

| v Hide Test Exam

Sytem_daa_sols-5T01 b ‘ fexan-secon-Sype.or gz € | Install and REPLACE testeb:ase | [ Dl teswababe |

Showl 10 |tems Search‘

1 127.0.0.1 127.0.0.1 1396534128 Add user admin: a with password=a
2 127.0.0.1 127.0.0.1 1396534387 set server name to RTS: #adnau1
3 127.0.0.1 127.0.0.1 1396534552 add master of type sts to the system
4 127.0.0.1 127.0.0.1 1396534573 Register to master serversts
5 127.0.0.1 127.0.0.1 1396534670 report status from rts to master at 172.16.0.1
keep alive from rts to server: sts at 172.16.0.1 and download ;System_data_sots-5701-abc-28Mar2014-BYaddtestweb-1exam-
6 127.0.0.1 127.0.0.1 1396534670 - -
1section-9type.tar.gz.nc
T 127.0.0.1 127.0.0.1 1396534676 report status from rts to master at 172.16.0.1
keep alive from rts to server: sts at 172.16.0.1 and download ;System_data_sots-5701-abc-28Mar2014-BYaddtestweb-1exam-
8 127.0.0.1 127.0.0.1 1396534676 R

User:admin, Open Source R&D Group, Computer Engmsenng Suranaree University of Technology, Suranaree Sub-district, Muang District, Nakhon Ratchasima 30000, THAILAND

317 3.34 naaawy Logs

v 9

I 4 a
9. 1y Web board (Wb) ilunszaruaunun e lddauaeudunsaaanodgua
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44

' ) '
18 Falumsaaiateaunnauisouuy Idanmnse lWdaenay (File Multimedia) 16

Y )
(luenusaldau1dluvasil eonuuuis 13 luouina)

=
3.6 I5MINAa
a o dy o A 1 4 =\ A ad 4
NUITEHILIMINATIUNISI¥ONADS UUdRUERU Jall laeliinTaugiviies
) 4 I N o 4
sFiwnuEagoUnans1uIuN 1 1nseullunies Score Report Server (SRS) Tagrviua IP %o
1591 (User) sWar1u (Password) tagnmisvuaanarlumsienso (Keep Alive Time)
@ 4 - . o o { 4 1 1 Aa =]
T¥nunse Site Testing Server (STS) n45 aonuivzireuao 1 EIUNIIB UMD LA
[ ) 2
Faenunsarounald 2 Jaane Ui
a 1 4 o
389 1 ldg1nsal Card Lan 2 1u Tasmsimuanuiemy IP Card Lan luusnves
4 ad 14 o @ 4 1 a < 4 4 1 @ 4
nyeudinnes STS MFdwmsumsiyenaeluszuvduniudinioeuns lfunseg
ad iz 2 , ¢ 4 ad 2
%3503 RTS 7e2 woesdiuginsel. Card Lan 9n1 luvewunseussiwnes STS
o o o A 1 ] a J & A A 1
mmsmvuaniieay 1P uuy Optain an 1P Tagikounonun 1o unesiiaiolouno
o 4 ad J
lugunsoussvines SRS
Al o} b5 1
389 2 l991nsal Lan Card 1 11 Taemsivuanuiemy IP Card Lan voun3os
Aad 4 o [ 4 1 a <3 4 4 1 o 4 Aad 14
F$nes STS lddmsumsnyonasluszuvudunsiiamewouse ldunseaussvnes
%JJ . 4 ad J o o -
RTS %4 2 #osuaz1¥ Wifi veunieudivines STS mmsmvuanuioay IP uuy Optain
4 v I a J < 4 4 1 o 4 Aad 14 1%
an IP lumsieuaeriunsdumoesiiaieyeune ludunseusinies SRS dwans

Tue15199 3.1

A ° a 4 ad s
AT 19N 3.1 ﬂTﬂ‘H@‘ﬂEJﬁ&@ﬂﬂﬂl@ﬁlﬂ%@ﬁl“ﬁiwmﬂi STS

Mruargay 1P Keep Alive
QARSI . . User Password .

e = S, Time

1oUNd SRS | 1¥OUAD STS
GATREV (TR Optainan I[P | 172.16.0.11 | sts_lcom 111 25
gugoun 2 Optainan [P | 172.16.0.12 | sts 2com 222 25
gumaoun 3 Optainan I[P | 172.16.0.13 | sts_3com 333 25
AUWAOUN 4 | OptainanIP | 172.16.0.14 | sts_4com 444 25
AUMAOUN 5 Optainan I[P | 172.16.0.15 | sts_Scom 555 25




45

g}/ o 1 o 4 1 o 4
vinuulugoniunnusaziinsnadeumsi¥ouaoszuudeuoou lat Iaoiin3 o
o g}/ 2 I 4 . o
Wi esaoUIUIUNITY 2 Hiesaeilunios Room Testing Server (RTS) Tasmwua IP
4‘ 9) Y 1 1 d‘ 1 -
Gvepj'ﬁlmm (User) s¥iariu (Password) uazmsvidianarlumsivouns (Keep Alive

Time) AuaAA298191UA15199 3.2

§ o 4 4 ad J 4 ] Y 4 ad J
A1319% 3.2 Mruaswazpoaie liinTousinines RTS wouas lldunTsusivines sTS

ATRFUS )Y Wy IP User Password Keep Alive Time
Wowmouii I | 172.16.0.1 | rts_1lcom 11l 25
Wowmouii2 | 172.16.02 | rts_2com 222 25

109Nt esdon Room Testing Server (RTS) agsimithiniuquiiinaeu
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o 4 { o 1 . . o { g
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Yy 9 A g a 2 < 1 @ A ad 4
AU NADNDY TNV HgATOUFINGI Hyado uazdinadou lUdunsoudivines
STS (Site Testing Server)

4.1 3miwﬁﬁi’fagamﬂms!‘ﬁaudaszuuaauaaﬁ’laﬁmﬂ 5 gy

Tumsiseudeszuuaeveoulatinig 5 aaniuiinleudsnesquasanisdeu
Sastela)i]

wieudsnlines SRS (Score Report Server)ihunseudinnessiusiumadon
o3 manzILIUNEN YOS 09I WineS STS ﬁy’q 5 a0

wioudinined STS (Site Testing Server) Sluasoudiunesauuaon
smhiiniguaseudsiines RTS

wseudinlnes RTS (Room Testing Server) fuaseadsresaiuguuiiitoes

oy A4 o A Y 9 o A A ' ¢
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o v A v o A 1 [ A = Y v v 1 dy
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una. E—I SRS
aiud Bl ersi172.16.0.0
089-628-4958 T, :203.158.7.2

203.158.7.2

W wTdaume una.
Ul Axyn  089-425-7170
A
089-106-9992 172.16.0.20
= sts_scom 172.16.0.24
172.16.0.2 = ! 1
o sts_lcom pass=555 s dcom  ANNTuE
\ pass=111 = usemame=SR1CO1505R04
“ 172.16.0.23
17216.03 e scom e
usemame=5R1C01S05R03

usemame=5R1C01501R01
172.16.0.4

rits_Zcom
usemame=5R1C01501R02 172.16.0.11 ,117:21:2}?.22 ufnn
172.16.0.5 wayd sts_dcom usémame=5R1C01505R02
2 Py ; ass=444
arusd 2 st5_2com 10 172.16.0.8 Ll P
Aumad pass=222 Fgnnd sts_3com 087-744-6055 172.16.021
088-124-9439 |  pass=333 rts_lcom LEu]

username=5R1C01504R01

081-829-3445 S
E! — usemame=5A1C01S05A01
/ \ = \ 172.16.0.12

—
172.16.0.6 ns_lcom
rts_lcom !
usemame=5R1C01502R01 172.16.0.9

172.16.0.7
rts_Z2com rts_lcom 172.16.0.13
- username=SR1C01S03R01 rs_2com
usemame=sR1C01502R02 172.16.0.10 usemame=SR1C01S04R02
rts_2com

username=5SR1C01503R02

{ C) y ' J v
gﬂﬁ 4.1 LLNUW\?fl]’]ﬁ@\iﬂ’lﬁl%@ﬂ@@ﬁ%ﬂﬂﬁ@ﬂE]E]u]lﬁu 5da91Uu

: ad 2 ° < .
Tumsnaaeulfnseuzswnes SRS mvuanueay IP 1iuuw Static IP Address
. A v A ad s
(Fix IP Address) wueav IP Address 203.158.7.2 e lvinsousiviies STS
o A ! o A ad @ g Y ad 7 g 0 A
10 5 A0 1ouRoINgunTouT e SRS MINtwATouFiines SRS asnuNooy A
4 ad 4 4 1 o < a
TMinsoudiies STS iuu¥euns lasnmsmivuasivazideaves User lumsaendu
A FY I a [} A 1 9 A ad 4
Password Nl lumsdondgu msniama lunmsionde vazeuaialinisudinnes STS
9 A 1 g’/ o = [ 1 Yo Y A ad 4 v @
W ureuae MnUUINIazBeasInanlnudauanseusiwnes STS Tuuaazanitiv
dy ] v Y o A 1 ] a =]
wonvntlutaazdotudesmvuanuneay IP - lumsiyeunor1uszuud UMD LA
4 4 v o 4 ad 4 o 4 ! H
eoeuae lUdunToudivines SRS uazivuaruioay IP - Tumsi¥euderiuseuy

a <3 4 4 [ @ 4 ad 4 Y] {
dunsusiae Iiyouae lilfuasoudinines RTS adwaadluaisnan 4.1

A o = A ad 4 ' @ a
MTNN 4.1 MUUATIUALIDIAVDUATOUFT WIS STS Glugmazﬁmummmwaﬁamm

myiuaneay [P Keep
UMDY — a— User | Password | Alive
1¥91AD SRS | 1¥OUAD STS Time
Tsaeuthulil
Y e A 203.158.7.2 | 172.16.0.2 | sts_lcom 111 25
TENYPRLRNGE
T5a3eugsuiamen 2 | 1.179.128202 | 172.16.0.5 | sts 2com 222 25
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~ o = A ad 4 ' o a
A1519% 4.1 MMUATI9aZReAv0ATeuF NNes STS Tuuaazan1tuaInmMsnadouIse

(7i0)
mruarmgEay [P Keep
TUNAOL — - User | Password | Alive
1UND SRS | 13ONAD STS Time
UNING8I ¥
- 10.101.128.64 172.16.0.9 | sts 3com 333 25
UATIIBAIN
1333 8UNUBITUIND
< 172.16.13.34 | 172.16.0.11 | sts_4com 444 25
quadan
umImeaoma lulag
. 172.16.0.20 | 172.16.0.20 | sts_5com 555 25
LEAIRE

4 4 Aad P 4 ' o 4 Aad I

Wornsoudines STS Founeu1gunIausivines SRS dzuaaisioaziden

) =1 A acd 4 A A
YoIdoyan1TaInziiouveuaTouFi W05 STS TagszuuaINITouandT18%01A504

ad 4 P 1 [} { o (% { [} 1
1B5vnes STS Mireuaerimdwmanluzl 4.2 TasawisainsdSundeuswann
! Y 9 K A 1 A 1 A Aad J
MINUIAT MIoYIA THDINTFONAD LAz URNADIUZNIIIFONADVDIATOUT TN

1 d' 1 9 3’; Y] Y %’, 1 d' 9 9 o @ 9
STS wuNaIWITFONADITINING 5 Ao u ldnenuae uatiloadlreded1naniaaiuy

a J < 1 o 1 T W
eumaﬁmmmzszﬂzmﬁmﬂﬂa‘ﬁﬂmwummﬂumiwmﬂmmﬂu

No. |Client User Password | Keep Alive Time | Received Pub Key | Allow Connection | Registered
1 |STS: TsaduudiruTdounednda@ @ > sts_1com 111 39 o Yes o
2 |[STS: suranaree2 & - sts_2com 222 42 o Yes ks o
3 |STS: NRRU & * sts_3com 333 36 o Yes 4 o
4 [STS: STS_waud & - sts_dcom 444 47 o Yes 4= o
5 |STS: autuaau uva. & * sts_Scom 555 17 o Yes 4= o

{ = ~ 4 ad 4
11 4.2 udasnazidvadeyamsamziisuvounsoussnines STS

y ad 4 A ~ 1 ¥ @ =
woudsWies STS  nlsaGeuthuliaauihmianinfnanisivazidvadoya

4 ] 4 ad 14 o 4 4 29 4
191FpuaevounIauFsWines RTS  Tas'ldviinisuaassieyeiniousswines RTS

]

=h.

A "y v v a v ' . v A ' v
L%’e‘)mmmlmummwmﬁﬁmnﬂwaﬂuI:NL:iEJumuI‘lJQLmemﬁm%ﬂﬂ’;ﬂmmazw’EN
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| STS: TsauuiuTdeunaidraé To master(203.158.7.2): Online |

|2 o Master |5 Alow Clent || 4 toad Data || 5. ciient status ||

Check Syslem Integrily
|| 7. SavelRestore || 8. Logs ||

o]
9 Wb |

[ 1w 6. Account

> Show Test Exam

Client

Allow Conneclion

Registered

Online

State

#waiting

#esting

#esled

#Tolal tested

RTS: Com1-Tdoumo *

Yes k=

&

& =

Ready =

0

0

0

27

RTS: Com2-Ttlauma

Yes is

[

@ =

Ready =

0

0

0

12

Total ==>

39

{ 4 ' 4 ad s o 4 ad o
37U 43 waasdauzmavendeveunIoumiNines RTS mdunsoussnines STS

] g 1 %
voal5a3 v Tiluasiimaniag

4 ad 4 { a 4 1
seudsHes STS flseseugsuisine 2 uaassieazideadoyanisiFonao
4 Aad 4 o 4 4 Aad 4 $ A 1
vounseusivines RTS Tagldmmsuansne¥enioudsines RTS Misounsidiu taas
A I a o @ ] ] A Aad 4
Folun158000U MTAMIUUASHANIU NITHUIIIAIVOUAToUFSHIIeS RTS
Y A ad 14 9 A 1 A 1 =} A

myeuaalinsoudsWnes RTS i @onde Has a0 1ueMIIFouaoadniouydinIod
Aad o a [ 1 1 4 1 o
1F5vnes RTS naveslulssSeugiuisane 2 awaaslusdi 4.4 wunaunsnyouasny
I ] o ] . . - -
18dluedred Mvuanaviig (Keep Alive Time) weamsizldareay  Gigabit

@ . . .o { 3
uaz l4ginsal Switch Gigabit ¥hl#insuanalasudeyanieluiesdoniiuin

I STS: suranaree? | To master(203.158.7.2): Oriine | Check System Integrily [ ogem ]
I 1. Intra [ 2 mouamer | iow Cient 4 losdData | 5 CientStas || &. Accaunl [ 7 savemesore || B. Logs If 5 Wh |
v Hide Test Exam
From Master Syslem_data_s s targzne €
From Master Updale_solsS701_abserver-14Mar2014-09_38 tar gz e 3 Update code now
There are 2 cllents specified al this moment. @

No. |Client User Password Keep Alve Time Rectived Pub Key Allow Cornection Registered
1 RTS: Room Testing Suranaree! & * ris_tcom 123 u L4 Yes b L4
2 RTS: Room Tesling Suranaree2? o * fls_Zeom 123 13 o Yes s L4

{ 4 1 4 ad 2 o 4 ad s
gﬂﬁ 4.4 L!ﬁﬂ\iﬁﬂ1u3ﬂﬁl%’é]ﬂ@]’é]ﬂl@\ilﬂ%@\ﬂclﬁwL’J’Eli RTS 3J1EI\1Lﬂ%fN!G]ﬁV\IL’Jf]‘§ STS

= aa
ﬂl@ﬁiidliﬂugiuTﬁ’)ﬂﬂW 2

A ad 4 ~ a [ [ = o A
Lﬂi’f)\‘ilclf'i‘i/\l!’l’éli"l]’f]\‘] STS NUUIINYI[YINFAYUATINIFANUULTAINIUIUTDUNT DY

1 g’/ A 1 A Aad 4 Y a (%
Glul!@]ﬁ$ﬂi\‘]l,l,ﬁ$l,!ﬁ'ﬂ\‘lﬁ'ﬂ'lu$ﬂWil‘lffJiJG]’f]"U@QLﬂiﬂﬂ!cﬁiwlﬁfli RTS “Iqﬂﬂf)\‘]ﬁlull‘ﬂ'l'l‘lﬂfﬂﬁﬂ

4 o a

o a P ' Y o ] Y Ay
51"]55]%]1!?]351"]5?(1]1 Llﬁﬂﬂﬂl@yjaiutlﬂagﬂﬂ\‘]ﬂ']a\?ﬂ']!l‘lUﬂ']ieUu@fluclﬂﬂ']\j M@jﬂiﬂﬁ@ﬂ

Y
2

o <3 g’/ 3 Y 9 = o ~
NI oU ﬁamﬁsﬂuse‘uuu Llagﬁi’)‘ﬂlﬁﬁﬁ]‘VN‘Vi‘JJﬂqﬂllaﬁﬂﬂuﬂﬁllﬁﬂﬂiugﬂﬂ 4.5

1 v U v A 1 @ 4 ad 4 1
wuNYeyadina1Iniing liyeuas lldunsousivineives RTS ualudesves RTS
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Y

o 9 a 9y A 1 [ 1 A ad R
ﬂqﬁa‘u"lﬂmuﬂﬂmwu'w“luw@mauwemaﬂumﬂimmau HAINATUT I YU

4

4 [ @ . 1 . Y
insosnnIedyanuaigUninuimase Online  uaasln  Offline  ewsoud luldlae

A 4 Py s A ' . . 2
ﬂ'lﬁL‘Wllﬂ'l3Glﬁl!,ﬂ%ﬂQLWiV\'L?@iLWNﬂ13‘Hu’NL'Ja'] (Keep Alive Time) 6]fl/ailll"lfﬁldj‘hl

To master(203.158.7.2): Online Check System Integrity [ rogout ]

‘ v Hide Test Exam ‘

From Master System_data_sois-5701-bench-12Mar2014-120question-org.targz.nc (&3

From Master Update_sots5701_allserver-14Mar2014-09_39.tar.gz.nc (&3 Update code now

m Time Action of ris_2com: Labcom2

1 14Mar2014 @ 12-45-32 install testweb: System_data_sots-5701-bench-12Mar2014-120question-org.tar.gz

2 14Mar2014 @ 12-42-46 download from master file: Update_sols5701_allserver-14Mar2014-09_39.targz.nc

3 14Mar2014 @ 12-42-41 from master file: System_data_sots-5701-bench-12Mar2014-1 i tar.gz.nc

Hide this listing
No. Client Allow Conneclion Registered Online State #waiting #testing #ested #Total tested
1 RTS: Labcom1 * Yes & & @ e Ready = 0 0 0 60
2 RTS: Labcom2 *_ Yes i 4 ® Unknown = o [] L] 54
Tolal ==> 0 [} 0 14

{ 4 ' 4 Ad s o 4 ad o
qfl;‘]_lﬁ 4.5 Llf’fﬂﬂf’fﬂ'I‘L!$ﬂ'lil%@ﬂﬁ@%@\?!ﬂ%@\ﬂ“ﬁiwL'J't’]ﬁ RTS EJ'IfNLﬂ%’EN!“]ﬁ‘V\IL')’E]i STS

VDINNINGIAINFNY UATTIFANN

A Aad P ~ ~ ~ o £ a 9
1n3ouFsWs STS NsuTourupITNIAAgIAIAALAAITIIAIDIAYDITDYD
4 1 4 ad J o 4 4 =9 4

ma¥eunsvouaioudsvines RTS - Iaslddiimsuaaisioronioudivnes RTS

A A [ 9 A < a o @ 1 [ A Aad 4

MAoNADIIN UAAIFD IUNITADNDU MIMUUATHANIY NMTHUNIAVOUATOUFT WIS

4 1 4 1 4 ad J

RTS msoyqald RTS WhiniFouse tazaniugmsiyouasaingiiouvounioudswies

< { 1 4 A a

RTS nndeslulssiounuesusnaguaiaasuanslugdi 4.6 wunansnyouas 1alna
. 1 ' 4 I 1 =% @
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| STS: STS_wau’d | To master(203.158.7.2): Online | Check System Integrity [ rogout |

| 1. Intro | 2 ToMaster ][ s aiowcient | 4 LoadData || 5. Cient Stalus || 6 Account || 7. SaverRestore || 8. Logs | 9. Wb |

| v Hide Test Exam ‘
From Master  Syslem_data_sots-5701-bench-12Mar2014-1 targzne (&)

From Master

Update_sots5701_allserver-14Mar2014-09_39.tar.gz.nc @/

There are 2 clients specified at this mement. | Modify selup

Update code now

No. |Client User Password Keep Alive Time Received Pub Key Allow Connection Registered

1 RTS: RTS_1_aayd @ * ris_1com 123 25 "4 Yes ks &

2 RTS: RTS_ 2 _wayd & > ris_2com 123 25 4 Yes o &
Display Client Status

{ 4 1 4 ad ¢ o A Ao s
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Monitor  Edit

System Monitor, _ o x|

View Help

CPU History

60 seconds

[ cru1 41.2%

Memory and Swap History

System  Processes 'ResourceSHFileSystems]

[ cruz 33.0%

[ cPu3 40.2%

[ cPua 36.4%

0%

60 seconds

300.0 KiB/s *;

0.0 KiB/s
60 seconds

\ 4

Network History

150.0 KiRfs b\

50 4
Memory Swap
634.6 MiB (8.1%) of 7.7 GiB 0 bytes (0.0%) of 4.3 GiB

= _\ .Qif_-— ___é/_'::’ S A
................... M 350 zia
Receiving 90.3 KiB/s Sending 122.3KiB/s
Total Received 1.5GiB @ Total Sent 33.5GiB
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No. Client Allow Connection Registered Online State #waiting #testing #tested #Total tested
1 STS: Tsaidnuiruttounodrdrad » Yes ks 4 ® Unknown 0 0 0 169
2 STS: suranaree2 * Yes s 4 x® Unknown 0 0 0 143
3 STS: NRRU * Yes ks 4 x® Unknown 0 0 0 338
4 STS: STS_wayd * Yes ks 4 ® Unknown 0 0 0 999
5 STS: autumay una. * Yes i "4 ® Unknown 0 0 0 243
6 STS: Site 6 Suriya * Yes ks '4 ® Unknown 0 0 0 60

o
o

Total ==> 0 1952
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// $b6="MiNANAU";
## afimuinaodavay Ininlviilanen
if( $cnt_testing_online>0 and (lisset($p_submode) or $p_submode!="continue’)){
echo "<div $style>";
echo "You want to send testing data to master server but there are $cnt_testing_online testers are
testing.<br><br>";
echo "Are you sure? <a href="index.php?main_menu=5&menu=6&submode=continue’>&nbsp;&nbsp;Yes
send testing data now&nbsp;&nbsp;</a><br>";
echo "No. <a $menu_dec href="index.php?main_menu=5">&nbsp;&nbsp;Go
back&nbsp;&nbsp;</a><br><br>\n";
echo "</div>";
include(”/var/www/html/$this_server/code/body_tail.php");
exit();
}
if( $cnt_testing_offline>0 and (lisset($p_submode) or $p_submode!="continue’)){
echo "<div $style>"; echo "You want to send testing data to master server but there are
$cnt_testing_offline testers are testing and offline.<br><br>";
echo "Are you sure? <a href="index.php?main_menu=5&menu=6&submode=continue’>&nbsp;&nbsp;Yes
send testing data now&nbsp;&nbsp;</a><br>";
echo "No <a $menu_dec href="index.php?main_menu=5">&nbsp;&nbsp;Go
back&nbsp;&nbsp;</a><br><br>\n";
echo "</div>";
include(”/var/www/htmI/$this_server/code/body_taiI.php”);
exit();

$webname=$_SESSION['webname'];
$testweb_base="/var/www/html/testweb/$webname”;
$_SESSION['testweb_base_m5']=$testweb_base;
$_SESSION[testweb_base’]="/var/www/html/testweb/$webname”;
## viddidreuian
$cnt_st=1 *trim(‘sudo sh -c "cd $testweb_base/data/result; Is -1 *_map.php | wc —I”*);
if($ent_st>=1){
/7 au mavaauasgiilaifnssey udlwdlagn gen 1ilnaluaunsa ccTest
$x=trim(“sudo sh -c "cd $testweb_base/data/result; Is -1 *_map.php”");
$x=$x."\n";
$y=explode("\n",$x);
$cnty=count($y);




for($k=0;$k<$enty; $k++){
$z=trim($y[$k]); if($z=="") continue;
$xid=str_replace(’_map.php',”,$z); $query="select login_name from
tb_user_s$webname where login_name="$xid" and start_time>0 and end_time>0 LIMIT 1";
$result_core=mysql_query($query,$handle);
$num_rows = mysgl_num_rows( $result_core);
if($num_rows==0){
$xid_more=$xid.’_*';

“cd $testweb_base/data/result;rm $xid.php $xid_more;

}
$cnt_st=1 *trim(‘sudo sh -c "cd $testweb_base/data/result; Is -1 *_map.php | wc —I”‘);
if($cnt_st==0){
echo "<br><font color="red” $style>There is no testing score to be sent.</font><br>";
return;
}
## vnsdenasauluss Sas master server
## 1. Laﬁannaei'ml,%ﬁmi”aal WHagaLdN report server
## winssenssbdunisdensfiinle
$myip=$_SESSION['myip'];
$linkaddr="/home/a/Desktop/sots_saved_data/ $this_server”;
$fhead="";
if(file_exists("/var/www/html/ $this_server/username.txt”)) {
$fhead=trim("cat /var/www/html/ $this_server/username.txt’);
$linkaddr="/home/a/Desktop/sots_saved_data/$fhead”;
}
if(tis_dir($linkaddr)) “sudo sh -c “mkdir -p $linkaddr";
$x="sudo chown a.a /home/a/Desktop/sots.saved_data -R’;

$x="sudo chmod 777 /home/a/Desktop/sots_saved_data -R";

unset($to_master_user);
if(file_exists(”/var/www/html/$this_server/master/data.php”) ){

include(”/var/www/html/$this_server/master/data.php”);

$y="ls -1 $linkaddr/*.tar.gz.nc | we -I7;

$sent_num=3$y+1;;

$today = date("dMY");

$time_now = date("H-i-s");

$timex=time();

//%cnt_st=$cnt_tested;

//%cnt_st=1 *trim(‘sudo sh -c "cd $testweb_base/data/result; Is -1 *map.php | wc —I”*);

// Lﬁa%‘% upload_score.php °7i localhost ﬁlvaﬁT $Testing_Room="LabCom14’; “3a $Testing_Room='LabCom58’;
if($fhead==""){
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$fhead=$this_server;
if(  isset($to_master_user)) {
// $to_master_user="rts_1com’;

$fhead=$to_master_user;

}
$save = $fthead.’-".$myip. -".$timex." -".$sent_num.’-".$cnt_st.'-". $today.’-".$time_now." .tar.gz’;

$first_file="test@$webname@".’doing.tar’;

##2. save Wanasll 199 /home/a/Desktop/sots_save_data/test_doing.tar

“sudo sh -c "cd $testweb_base/data/result; tar —-cf $linkaddr/ $first_file *"~;

include (" $testweb_base/data/core_db_pass.php”);
//  $dbname="testweb’;
//  $db_user="root’;

//  $db_pwd="meroot’;

$charset1 = "SET character_set_results=utf8";

$a="mysql -u$db_user --password=$db_pwd $dbname -e “$charset1;"”;

$charset2="SET NAMES 'utf8'";

$a="mysql -u$db_user --password=$db_pwd $dbname -e "$charset2;”";

## 3. AU th_log_student bd W& th_log.cvs
$file_name1 = "/tmp/tb_log.csv”;
$a="mysql -u$db_user --password=$db_pwd $dbname -e "select
login_name,testing,exam,section,type,prob,choice,from_ip,time,act INTO QOUTFILE "$file_name1’ FIELDS TERMINATED
BY ’,” LINES TERMINATED BY '\n" from. tb_log_student_$webname;"";
“sudo chmod 777 $file_name1”;
if(file_exists($file_name1)){
//send log to master and delete all logs in the table
//delete all log on database and/or from file after send to server
//unlink($path_to_exportsfile_name);
$a="mysql -u$db_user --password=$db_pwd $dbname -e "TRUNCATE TABLE
tb_log_student_$webname;"";
$a="mysql -u$db_user --password=$db_pwd $dbname -e "ALTER TABLE tb_log_student_$webname
AUTO_INCREMENT = 1;"";

}

## 4. th_user 16 IW4 tb_user.cvs

$astr="login_name,citizen_id,pass, name, place, room, seat, last_access, exam_num, start_time, end_time,
finish_time,from_ip,progress,status”;

$file_name2 = "/tmp/tb_user.csv”;

$a="mysql -u$db_user --password=$db_pwd $dbname -e "select $astr from tb_user_$webname WHERE

start_time>0 and end_time>0 INTO OUTFILE '$file_name2’ FIELDS TERMINATED BY ’,” LINES TERMINATED BY '\n’;"";
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“sudo chmod 777 $file_name?2~;
if(file_exists($file_name2)){
//send log to master and delete all logs in the table
//delete all log on database and/or from file after send to server
//unlink($path_to_exportsfile_name);
$a="mysql —u$db_user --password=$db_pwd $dbname -e "delete from th_user_$webname
WHERE start_time>0 and end_time>0,"";
}

## 5. th_score_acc 1dlud th_score.cvs
$astr="login_name,citizen_id,pass, hame, place, room, seat, last_access, exam_num, start_time, end_time,
finish_time,from_ip,progress,status”;
$file_name3 = "/tmp/tb_score.csv”;
$a="mysql -us$db_user --password=$db_pwd $dbname -e "select * from tb_score_acc_$webname INTO OUTFILE
"$file_name3’ FIELDS TERMINATED BY ‘,” LINES TERMINATED BY '\n’;"";
“sudo chmod 777 $file_name3~;
if(file_exists($file_name3) ){
$a="mysql -u$db_user --password=$db_pwd $dbname -e "TRUNCATE TABLE tb_score_acc_$webname;";
$a="mysql -u$db_user --password=$db_pwd $dbname -e "ALTER TABLE tb_score_acc_$webname
AUTO_INCREMENT = 1;"";
}

echo "<br>Packing test doing data, please wait...";
ob_flush(); flush();
## will create file: /tmp/md5system.txt that list all codes with mdssum
$xname=$this_server. .txt’;
if(file_exists("/var/www/html/$this_server/userame.txt”) ){

$xname=trim(‘cat /var/www/html/$this_server/usemame.txt‘).’.txt’;
}
include(”/var/www/htmI/$this_server/code/m5_rts_test_room_admin_menu6_do_sys_md5.php");
echo "<font color="green’> done</font><br>";
ob_flush(); flush();

## 6. TTIRNATINGY

“sudo sh -c “cd $linkaddr; mv /tmp/$xname .; mv /tmp/tb_log.csv .;mv /tmp/tb_user.csv .; mv /tmp/tb_score.csv
.; chmod 777 $first_file $xname tb_log.csv tb_user.csv tb_score.csv; chown a.a $first_file $xname tb_log.csv
th_user.csv tb_score.csv;"";

“sudo sh -c “cd $linkaddr; md5sum $first_file > md5.txt; md5sum $xname >> md5.txt; md5sum tb_log.csv >>
md5.txt; md5sum tb_user.csv >> md5.txt ; md5sum tb_score.csv >> md5.txt"";

“sudo sh -c “cd $linkaddr; tar zcf $save $first_file $xname tb_log.csv th_user.csv tb_score.csv md5.txt; rm $first_file

n~.

$xname tb_log.csv tb_user.csv tb_score.csv md5.txt;"";

"~

// sudo sh -c “cd $linkaddr; cp -a $save /tmp/."";

$x="sudo chown a.a $linkaddr -R~;

$x="sudo chmod 777 $linkaddr -R";




71

include_once("/var/www/html/$this_server/code/encryption.php"); // function Lﬁﬂ?ﬁuﬂﬁiLﬁﬂiﬁwﬁ
include (" /var/www/html/ $this_server/admin/keys.php”);

include (" /var/www/html/ $this_server/admin/fname.php”);

$dpass=base64_decode($dpass);

$dpass_using=pub_decrypt_data($server_pubkey, $dpass);

$save_new=$save.'.nc’;

“sudo sh -c “cd $linkaddr; mcrypt --key $dpass_using --flush -q -u -a twofish $save; rm $save”;

“sudo chown a.a $linkaddr -R”;

“sudo chmod 777 $linkaddr -R”;

“sudo sh -c “cd $linkaddr; cp -a $save_new /var/www/html/$this_server/fup/.””;

“sudo sh -c¢ “cd /var/www/html/$this_server/fup; chown www-data.www-data *; chmod 700 *"*;
$save=$save_new,

## create /var/www/html/$this_server/fup/fname.php

/7 find all .nc files and keep in local/fname.php

$dfn="";
$x=trim(“cd /var/www/html/$this_server/fup;ls -1 *tar.gz.nc’);
if($xt=""){
$x=$x."\n";
$y=explode("\n",$x);
$enty=count($y);
for($k=0;$k<$enty; $k++){
$z=trim($y[$k]);
if($z=="") continue;
$dfn .=";$z";
}
}

if($dfn=="") $dfn=";";
// write fname.php
$str="<?php\n\tunset(\$dfn,\$dpass);\n".
"\t\$dfn="$dfn";\n".
"\t\$dpass="$dpass’;\n".
"?>\n";
file_put_contents(”/var/www/html/$this_server/fup/fname.php”,$str);
## allow download by master server
$x=trim(“sudo sh -c "cd /var/www/html/$this_server/fup; cat .htaccess”);

if(strpos($x,"allow from $master_ip")===false){

“sudo sh -c “cd /var/www/html/ $this_server/fup; echo "allow from $master_ip’ > a.txt; echo 'deny from

n~.

all’ >> a.txt; mv a.txt .htaccess””;
}
$sending="n’;
if(file_exists("/var/www/html/ $this_server/master/data.php”) ){
## \flafinnsivua master azdrsviEnasay udrdonadaulgoasas master
$fpath="/var/www/html/$this_server/fup”;

$filename=$save;
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// $save=rts-127.0.0.1-1393476172-1-1-27Feb2014-11-42-52 tar.gz
/7 d@alnd nrsvindau 1w sfilename TUdaASad sts viud

a9 a v

include(” /var/www/html/ $this_server/code/upload.php); // 61RIBRANAIAIZUERIUBNLA HNEANTT

1i191%

$sending="y’;

//%x=g$file_name.".nc’;

## note that file $linkaddr/$x is encrypted and may not be decrypt because key is not saved.
lelse{

echo "<font $style color="brown’>This server has no master; therefore, data is only saved on the
Desktop.</font><br>";
}
‘rm $testweb_base/data/result/**; // aunagaufidsluuda
“rm /run/shm/$sub_id/testing/*";
“rm /run/shm/$sub_id/login/*";
$cheat_fn="/var/www/html/testweb/$webname/data/cheat.php”;
if(file_exists($cheat_fn)) unlink($cheat_fn);
unset($_SESSION['num_cheating’]);

if(file_exists(”/var/www/html/$this_server/master/data.php”) ){
echo "<font $style color=green>Testing data for testing room: $Testing_Room has been sent<br>";
echo "to Site testing server. This is sending number $sent_num</font><br>";
echo "<font $style color=brown>containing test doing of $cnt_st testers.</font><br>";
}
/7 14 browser gigdaungnanrinsNguatey
include (" $testweb_base/data/allow_state.php”);
$tester_login_start_time=1;
$tester_login_stop_time=2;
$test_start_time=1;
$test_stop_time=2;
$seeing_solution_start_time=1;
$seeing_solution_stop_time=2;
$st_auto_test=”<?php\n\tunset(\$tester_|ogin_start_time, \$tester_login_stop_time, \$test_start_time,
\$test_stop_time, \$seeing_solution_start_time,\$seeing_solution_stop_time);\n” .
"“\t# =1 if not defied, =2 if applies now, =1336262400 if defined time\n” .

"\t\$tester_login_start_time=$tester_login_start_time;\n\t\$tester_login_stop_time=$tester_login_stop_tim

"\n\t\$test_start_time=$test_start_time; \n\t\$test_stop_time=$test_stop_time;" .
"\n\t\$seeing_solution_start_time=$seeing_solution_start_time;
\n\t\ $seeing_solution_stop_time=$seeing_solution_stop_time;" .
“\n?>\n";
if(file_exists (" $testweb_base/data/auto_test_start_stop.php”))
unlink("$testweb_base/data/auto_test_start_stop.php");
fiIe_put_contents("$testweb_base/data/auto_test_start_stop.php”,$st_auto_test);
update_timing_web(); ## a3191W4 */var/www/html/testweb /timing_web.php’
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19d install_testweb.php 1HulWdnl¥lunissudeasvanduaseudsvneindnin

o A a g}/ = ] I'4 9Y o 1 dy
ANUUUNITAAA Iﬂﬂuﬁ’)ﬂﬂﬁ%@iﬁiﬂﬂﬂﬂﬂﬂqﬂu

<?php
@session_start();
$this_file_name="install_testweb.php’;

include(’/var/www/iserver/code/alIow_IocaIhost_only.php’);

$server_str=$_SERVER["REQUEST_URI"]; // $server_str=/cts/code/4allow_localhost.php
$xlk=explode('/’,$server_str);

$this_server=trim($xIk[1]); // cts

$_SESSION['this_server']=$this_server;

## This program executable only on localhost and must included(calling directly will not work).

include(”/var/www/html/$this_server/code/prevent_calI_directly,php”);

$menu_dec="class=\"menu\” onmouseover=\"this.className="menuover'\"

onmouseout=\"this.className="menu’\"";

$t5_first_check="If you want to save exam,<br>’ .

'you have to give exam details using <a href="../t1/t1.php">Menu 1.Set Details</a>’;
$t5_msg0="Next step <span onclick="location.href=\"../t6/t6.php\'" class=\"output\’
onmouseover="this.className=\"outputmover\'” onmouseout="this.className=\"output\'">&nbsp;&nbsp;6. Perform

Testing&nbsp;&nbsp;</span>’;

$t5_msg1="System data file on.the server has been deleted.’;

$t5_msg2="File at the link belowhas contained all system data, i.e., the exam, all setups and the database.<br>'.
'Md5 value for file integrity check is also included.’;

$t5_msg3="Please download this file and save'it-in appropriate device.’;

$t5_msg4="System data file:’;

$t5_msg6="size’;

$t5_msg7="bytes’;

$t5_msg8="When download is finished, click below button to delete the file on the server.’;

$t5_msg9="Delete file on the server’;

$t5_msg10="Save all system data’;

$t5_msg11="Please change file name as needed.<br>(must still have extension .tar.gz)’;

$t5_msg12="Proceed’;

$t5_msg13="You have finished all steps preparing the exam and ready for the test.’;

$t5_msg14="Next step is to start the test.’;

$t5_msg15="All testers have done the test.’;

$t5_msg16="No score result has been added to the system. It might because of wrong uploaded score.’;

$t5_msg17="Insert tables with data in uploaded files.";$t5_in_status_action="Menu 5_in: Restore exam”;

$t5_in_msg1="Error! Wrong file name.’;

$t5_in_msg2="Error! Cannot move uploaded file.’;
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$t5_in_msg3="Uploaded file is’;

$t5_in_msg4="Extracting system data file....";

$t5_in_msg5="successful.’;

$t5_in_msg6="Deleting uploaded file...";

$t5_in_msg7="Checking file integrity...";

$t5_in_msg8="Data in system data file has been changed.’;

$t5_in_msg9="Data in file to use for file integrity checking is not the same.’;
$t5_in_msg10="Deleting exam and all setups...’;

$t5_in_msg1 1="Extracting exam, setup data and database from the system data file’;
$t5_in_msg12="Deleting all unused files in temp/...";

$t5_in_msg13="Restore system data is complete and successful.’;

$t5_in_msg14="Data for database in the file is not the same.’;

$t5_in_msg15="File that contains database data is missing.’;

$t5_in_msg16="Next step <a href="../t12/t12.php">Menu 12: Load Exam Results</a>’;
$t5_in_msg17="Error! Cannot extract the uploaded file.";

$t5_in_msg18="Error! Uploaded file does not contain system data. Normally, this file name begins with
\'System_data_sots\" and ending with .tar.gz';

$t5_in_msg19="Reformat old exam to compile with present format’;

$t5_in_msg20="Error! File was not uploaded properly.;

$t5_in_msg2 1 ="Extracting score and database from the system data file’;

$t5_in_msg22="Found that the uploaded was not from SOTS version 5701 or older.’;
$t5_in_msg23="Therefore, only exam was taken to the system, no tester names nor test result.’;
$t5_in_msg24="Therefore, could not bring in test result.’;

$t5_in_msg26="Error! cannot connect to database server.’;

$t5_in_msg27="Next step <a href="../t5/t5.php">goto main page</a>’;

$t5_in_msg28="Cannot restore System that was created by sots version older than 5701 because of different in

structure.’;

// loading system data file
$t5_in_im1="&nbsp;&nbsp;Restore System&nbsp;&nbsp;’;
$t5_in_im2="The upload file must be the file that had been exported by the system.<br><font
color="yellow"><b>Normally, file name is System_data_sutsots_xxxxxx.tar.gz</b></font>’;
$t5_in_im3="All present system data will be replaced by the new one.’;
$t5_in_im4="System data file’;
$t5_in_im5="Upload this file’;
$t5_in_im6="Loading system data will not take long, please wait.’;
$t5_in_im7="All system data at present including the exam, examinee names, databases ans all setups will be
replaced. .

‘Do you want to continue?’;
$t5_in_im21="&nbsp;&nbsp;Restore System to add results&nbsp;&nbsp;’;
$t5_in_im22="The upload file must be the file that had been exported by the system.<br><font
color="yellow"><b>Normally, file name is System_data_sutsots_xxxxxx.tar.gz</b></font>’;
$t5_in_im23="0Only score will be added to the system. Not testing question nor configuration file.’;
$t5_in_im24="System data file’;
$t5_in_im25="Upload this file’;
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$t5_in_im26="Loading system data will not take long, please wait.’;
$t5_in_im27="Adding test result in the upload file to the system. ’.

‘Do you want to continue?’;

$t5_in_im31="&nbsp;&nbsp;Export System Data&nbsp;&nbsp;’;
$t5_in_im32="This System file contains testing configuration and if exists include test result.’;
$t5_in_im33="You may change file name by replacing number at the end with new more appropriate string.’;

$t5_in_im34="Download now’;

//import_request_variables(’pG', ’p_’);
extract($_REQUEST, EXTR_PREFIX_ALL, 'p');

$filename="";if(isset($p_fn)) $filename=trim($p_fn); // svar/www/html/rts/admin/got/System_data_sots-5701-
abc-14Jan2014-9type.tar.gz
$webname="";if(isset($p_webname)) $webname=trim($p_webname); // abc

//$tmp_dir="";if(isset($p_tmp_dir)) $tmp_dir=trim($p_tmp_dir); // $tmp_dir="$testweb_base/admin/tmp";

$testweb_base="/var/www/html/$this_server”;
echo "<br>";
$z="aaa '.$filename;
if(strpos($z, System_data’)===FALSE or strpos($z, .tar.gz’')===FALSE ){
/7 $t5_in_msg18="1ngoRawatm Iditowlildlndussydoyaszuu Ssunadelndasiudumedin
System WATAINIEAIY tar.gz’;
echo "<br><span class="error’>$t5_in_msg18</span><br><br>\n";
$log_msg="Error! try to install testweb: $filename”;
include("/var/www/html/ $this_server/code/log.php”);
include(”/var/www/html/ $this_server/code/body.tail.php");
exit();

$tmp_dir="/var/www/html/$this_server/admin/tmp”;
## \ARES temp/

if(tis_dir($tmp_dir)) “mkdir -p $tmp_dir;’;

“rm -fr $tmp_dir/*";

“cp ./code/core_htaccess_deny.php $tmp_dir/.htaccess; chmod 700 $tmp_dir~;

$pathx="/var/www/html/$this_server/fdown”;
if($p_local=="y") $pathx="/var/www/html/$this_server/local”;
if(strpos($z, .tar.gz.nc')!==FALSE ){
include("$pathx/fname.php”); // get $dpass
include_once(”/var/www/htmI/$this_server/code/encryption.php”); // function Lﬁﬂ?ﬁumi
LA 9AE
include("/var/www/html/ $this_server/admin/keys.php");
$dpass=base64_decode($dpass);
$dpass_using=pub_decrypt_data( $server_pubkey, $dpass);
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$z:trim($p_fn); // /var/www/html/rts/admin/got/System_data_sots-5701 -abc-
14Jan2014-9type.tar.gz.nc

## \AABS temp/

if(lis_dir($tmp_dir)) “mkdir -p $tmp_dir;";

“rm =fr $tmp_dir/*7;

“cp ./code/core_htaccess_deny.php $tmp_dir/.htaccess; chmod 700 $tmp_dir";

“cp $pathx/$z $tmp_dir/$z7;

“sudo sh -c "cd $tmp_dir; mcrypt --key $dpass_using --flush -q -u -d $z; rm $z; chown

www-data.www-data *; chmod 700 *"*;

}
echo "<input type=\"button\"” id=\"blink\" style=\"display:none;\">\n";
echo "<script type=\"text/javascript\" language=\"javascript\">\n";
echo "function blink(){\n";
echo " document.getElementByld('blink").click();\n";
echo " setTimeout('blink()’,’1000");\n";
echo "\n”";
echo "blink();\n";
echo "</script>\n";
// $z=trim($p_fn); // /var/www/html/rts/admin/got/System_data_sots-5701 -abc-14Jan2014-
Otype.tar.gz

7/ $x=explode('/',$2);
echo "Installing file is $z<br>";

ob_flush(); flush();

$fi|ename_short=trim(*cd $tmp_dir;ls -1 System_data_sots*‘);
## ﬁﬂiﬁﬂ%ﬂﬂﬂaﬂﬂﬁﬁ upload LA System_data_sots-5701-abc-26Dec201 3-tested.tar.gz
$zt=explode (-, $filename-short);
$old_subid=trim($zt[2]);
if($old_subid!=$webname ){
“rm ~fr $tmp_dir/*";
$msg1="Found the restoring system is not the same subject ID as this one.’;
$msg2="Subject ID for this one is’;
$msg3="The uploaded system subject ID is’;
echo "<span class="error'>$msg1<br>$msg2 $webname, $msg3 $old_subid</span><br>";
include(”/var/www/html/$this_server/code/body_tail.php”);
exit();

## copy $filename to $tmp_dir/xyz.tar.gz
“cd $tmp_dir;cp $filename_short xyz.tar.gz™;

echo "Extracting System file...";

$src_file="xyz.tar.gz';
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$x="cd $tmp_dir;tar zxf $src_file;rm $filename_short™;

if (file_exists("$testweb_base/temp/sys_data.tar.gz") and
filesize(” $testweb_base/temp/sys_data.tar.gz") < 1000){
//$t5_in_msg17="\indafianan! laau1sauaning’;
echo "<br><span class="error'>Error! cannot extract file
$tmp_dir/$src_file</span><br>\n";
include(”/var/www/html/$this_server/code/body_tail.php");
exit();

Jelseif (file_exists("$testweb_base/temp/sys_data.tar.gz.nc”) and
filesize (" $testweb_base/temp/sys_data.tar.gz.nc”) < 1000){
//$t5_in_msg17="tingalanaia! laausaunnlng’;
echo "<br><span class="error'>Error! cannot extract file
$tmp_dir/$src_file</span><br>\n";
include(”/var/www/html/$this_server/code/body_tail.php”);
exit();

if(('file_exists("$tmp_dir/sys_data.tar.gz") and !file_exists("$tmp_dir/sys_data.tar.gz.nc") ) or
Ifile_exists(”$tmp_dir/sots.txt") or !file_exists(”$tmp_dir/md5.txt") or (!file_exists(”$tmp_dir/systemdb.sqgl”) and
Ifile_exists (" $tmp_dir/systemdb.sql.nc”) ) )
echo "<br><span class="error’>Error! System file does not contain enough data.</span><br>\n";
include(”/var/www/html/$this_server/code/body_tail.php");
exit();
}
//$t5_in_msg5="done.’;
echo "<span class="0k’>done.</span><br>";

ob_flush(); flush();

//$t5_in_msg6="Deleting uploaded exam file...";
echo "Deleting uploaded exam file...";
unlink(”$tmp_dir/$src_file");

echo "<span class='ok’'>done.</span><br>";
ob_flush(); flush();

//$t5_in_msg7="Checking exam file intrigrity...";

echo "Checking exam file intrigrity...";

/7 \a58N dayaAn mds Annsannulne
$md5sfile = trim("cat $tmp_dir/md5.txt™);
$z=explode("\n",$md5file);

$entz=count($z);

$fname="sys_data.tar.gz’;

$pass_needed='n’";




if(Mfile_exists(”$tmp_dir/$fname”)) {
$fname="sys_data.tar.gz.nc’;
$pass_needed="y’;
}
$md5_real=trim(md5_file("$tmp_dir/$fname"));
for($i=0;$i<$entz; $i++){
if($z[$i]=="") continue;
if(strpos($2z[$i], $fname)===FALSE) continue;
$x=trim($z[$i]);
$y=substr($x, 0, 32);
break;
}
$md5_org=trim($y);
$x1=$md5_real,
$y1=$md5_org,
//$t5_in_msg8="system data file is changed.’;
if($x11=3y1 ){
echo "<br><span class="error’ >Error! file: $fname is changed.</span><br>\n";
include(”/var/www/html/$this_server/code/body_taiI.php”);
exit();

$fname="systemdb.sql’;
if(Mfile_exists("$tmp_dir/$fname”)) {
$fname="systemdb.sql.nc’;
$pass_needed="y’;
}
$md5_real=trim(md5_file(" $tmp_dir/$fname”));
for($i=0;$i<S$cntz; $i++){
if($z[$i]=="") continue;
if(strpos($z[$i], $fname)===FALSE) continue;
$x=trim($2[$i]);
$y=substr($x, 0, 32);
break;,
}
$md5_org=trim($y);
$x1=$md5_real,
$y1=$md5_org,
//$t5_in_msg14="database file is changed.’;
if($x11=3y1){
echo "<br><span class="error'>Error! file: $fname is changed.</span><br>\n";
include("/var/www/html/ $this_server/code/body_tail.php");
exit();
}

$fname="sots.txt’;




$md5_real=trim(md5_file("$tmp_dir/$fname”));
for($i=0;$i<S$entz; $i++){
if($z[$i]=="") continue;
if(strpos($z[$i], $fname)===FALSE) continue;
$x=trim($z[$i]);
$y=substr($x, 0, 32);
break;,
}
$md5_org=trim($y);
$x1=$md5_real;
$y1=$md5_org,
if($x11=3y1 ){
echo "<br><span class="error’ >Error! file: $fname is changed.</span><br>\n";
include(”/var/www/html/$this_server/code/body_tail.php”);
exit();
}
echo "<span class="0k’'>$t5_in_msg5</span><br>";
ob_flush(); flush();
if($pass_needed==’y’ and !isset($p_pass)){ // give password
$menu_dec="class=\"menu\" onmouseover=\"this.className="menuover'\"
onmouseout=\"this.className="menu’\"";
$menu_notice="class=\"notice\" onmouseover=\"this.className="noticemover'\"
onmouseout=\"this.className="notice’\"”;
$menu_red="class=\"noticeRed\” onmouseover=\"this.className="noticeRedmover'\"”
onmouseout=\"this.className="noticeRed'\"";
“sudo rm -fr $tmp_dir/*;
echo "<br><span class="error'>...The system file was encrypted.</span><br>\n";
echo "<FORM ACTION=\"index.php\” METHOD=POST>\n";
echo “"<input type=\"hidden\" name =\"install_testweb\” value=\"with_password\">\n";
echo “<input type=\"hidden\" name =\"webname\” value=\"$webname\">\n";
echo "<input type=\"hidden\" name =\"fn\" value=\"$p_fn\">\n";
echo “"<input type=\"hidden\" name =\"local\" value=\"$p_local\">\n";

echo "Give password: <input type=\"text\”" name=\"pass\” size=30 maxlength=50

value=\"\">";
echo "&nbsp;<input type=\"submit\” name=\"abc\” $menu_notice value=\"Submit\">";
echo "</form>\n";
echo "<br>\n";
echo "<FORM ACTION=\"index.php\" METHOD=POST>\n";
echo "<input type=\"submit\” name=\"abc\” $menu_red value=\"Cancel\">";
echo "</form>\n";
include("/var/www/html/ $this_server/code/body_tail.php");
exit();
}

if($pass_needed=="y" and isset($p_pass)){ // decrypt
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$menu_dec="class=\"menu\” onmouseover=\"this.className="menuover'\"
onmouseout=\"this.className="menu’\"";

$menu_notice="class=\"notice\" onmouseover=\"this.className="noticemover'\"”
onmouseout=\"this.className="notice’\"";

$menu_red="class=\"noticeRed\” onmouseover=\"this.className="noticeRedmover'\"

onmouseout=\"this.className="noticeRed"\"";

$p_pass=trim($p_pass);

$x="cd $tmp_dir; mcrypt --key $p_pass --flush -q -u -d sys_data.tar.gz.nc’;

$x="cd $tmp_dir; mcrypt --key $p_pass --flush -q -u -d systemdb.sql.nc”;
if(1file_exists("$tmp_dir/sys_data.tar.gz”) or file_exists(”$tmp_dir/systemdb.sql”) ){

/7 $t5_in_msga7="swantauldgnsas laaasnldnansvnlndszuuls’;

echo "<br><span class="error'>Given password is not correct!</span><br>\n";

“sudo rm -fr $tmp_dir/*;

// give new one or cancell

echo "<FORM ACTION=\"index.php\" METHOD=POST>\n";

echo “"<input type=\"hidden\" name =\"install_testweb\” value=\"with_password\">\n";

echo "<input type=\"hidden\" name =\"webname\” value=\"$webname\”">\n";

echo "<input type=\"hidden\" name =\"fn\" value=\"$p_fn\">\n";

echo “"<input type=\"hidden\" name =\"local\" value=\"$p_local\">\n";

echo "Give new password: <input type=\"text\" name=\"pass\” size=30 maxlength=50

value=\"\">";
echo "&nbsp;<input type=\"submit\” name=\"abc\"” $menu_notice value=\"Submit\">";
echo "</form>\n";
echo "<br>\n";
echo "<FORM ACTION=\"index.php\” METHOD=POST>\n";
echo "<input type=\"submit\”" name=\"abc\” $menu_red value=\"Cancel\">";
echo "</form>\n";
include(”/var/www/html/$this_server/code/body_tail.php”);
exit();
}
}

$src_file="sys_data.tar.gz’;

$x="cd $tmp_dir; tar zxf $src_file™;

unlink(”$tmp_dir/$src_file");

if ((tis_dir("$tmp_dir/exam1") and lis_link("$tmp_dir/exam1")) or lis_dir("$tmp_dir/data") ){
echo "<br><span class="error’ >Error! extracting $tmp_dir/$src_file</span><br>\n";
include(”/var/www/html/$this_server/code/body_tail.php”);
exit();

}

echo "Create testweb: $webname, please wait.”;

ob_flush(); flush();

if(is_dir("/var/www/htm|/testweb/$webname”)){ // if old exists, delete it

“rm -fr /var/www/html/testweb/$webname’;
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$x="sudo service apache?2 reload™;
}
// create /var/www/html/testweb/$webname
## creating $webname directory
if($webname!="") {

mkdir(”/var/www/html/testweb/$webname”’, 0700, true);

clearstatcache(”/var/www/html/testweb/$webname/code”);
/7 “sudo service apache2 reload; ~;

$x="sudo sh -c "echo 3 > /proc/sys/vm/drop_caches";
chdir("/var/www/test");

$x=get_dir_file_name('./",*","");

if(tis_dir("/var/www/html/testweb/$webname”)) {

“sudo sh -c "mkdir -p /var/www/html/testweb/$webname; chown www-data.www-

data /var/www/html/testweb/$webname””;
}
chdir("/var/www/html/testweb/$webname”);
$data=explode("\n”,$x);
sort($data);
$total_files=count($data);
//echo "\ $total_st=$total_st<br>";
$cnt_dir_create=0;$cnt_dir_link=0;
“sudo service apache?2 reload; ~;
for($i=0;$i<$total_files; $i++)q
unset($z1);
$z1=trim($data[$i]);
if($z1==""or $z1==""or. $21==".." )-continue;
$z="/var/www/test/$z1";
if(is_dir($z)){ // directories
/%
create real dir:
dir_1=/var/www/html/sots/data
*/
if($21=="data’ ){
if(tis_dir($z1)) { mkdir($z1, 0700, true); }
touch(”$z1/index.html”);
$cnt_dir_create++,
}elseif( $z1=="code’ or $z1=="PHPWord’ or $z1=="editor’ or $z1=="font’ or
$z1=="Classes4excel'){
J*
create In -s
dir_3=/var/www/html/sots/editor

dir_4=/var/www/html/sots/font
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dir_5=/var/www/html/sots/man_mots_openweb
*/
if($z1=="code’ and is_link("/var/www/html/testweb/$webname/code")) {
clearstatcache(”/var/www/html/testweb/$webname/code”);
“sudo service apache?2 reload™;
“sudo rm -f /var/www/html/testweb/$webname/$z1°7;
}
symlink($z , $z1);
$cnt_dir_link++;

}

clearstatcache("/var/www/html/testweb/$webname/code”);
$z="/var/www/html/testweb/$webname/code”;
while(tis_link($z) ){
echo "Please wait...,";
ob_flush(); flush();
“sudo service apache?2 reload™;
sleep(2);
// “sudo -sh -c "In -s /var/www/test/code /var/www/html/testweb/$webname/code; sync;”;
symlink(’ /var/www/test/code’,$z);
}

echo "<br>";

## create temp/

if(lisset($www_user)) include("$testweb_base/code/2_1db_pass.php”);
chdir("$testweb_base”);

$x="rm -fr /var/www/html/testweb/$webname/temp’;

$x="mkdir /var/www/html/testweb/$webname/temp;

$x="touch /var/www/html/testweb/$webname/temp/index.html”;

$x="chmod 700 /var/www/html/testweb/$webname/temp -R";

$x="chown $www_user.$www_user /var/www/html/testweb/$webname/temp -R”;

$cnt_dir_create++;

## create index.php to refresh to code/index.php
“sudo cp /var/www/test/code/index.php /var/www/html/testweb/$webname/index.php’;
“sudo chown $www_user.$www_user /var/www/html/testweb/$webname/index.php’;

“‘chmod 700 /var/www/html/testweb/$webname/index.php”;
$cnt_files=2;
$msg6 7 ="Amount of directories that are newly created’;

$msg68="Amount of directoties that are newly linked to’;

$msgB69="Amount of files that are created’;
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echo "$msg67 = $cnt_dir_create<br>";
echo "$msg68 = $cnt_dir_link<br>";

echo "$msg69 = $cnt_files<br>";

echo "<span class="0k'>done.</span><br>";

ob_flush(); flush();
/7 $t5_in_msg11='¥n1suandadou doyan13neAsEuy uazdayalwaisudeanainig...
echo "$t5_in_msg11”;

ob_flush(); flush();

## here we get data/ and exam1/, exam2/, exam3/
##+# check if System not belong to sutsots_openweb 5412, bring only exam_now in.
/7 file_put_contents (“temp/sots.txt”, "sots 5412");
$sots=trim("cat $tmp_dir/sots.txt | cut -d’ ' -f1°); // sots
$ver=trim(“cat $tmp_dir/sots.txt | cut -d’ ' -f2"); // 5701
if($sots!="sots’ or lisset($ver) or $ver<5701){
/7 $t5_in_msg28="laawsaBanaiusauiiasreinlag sots na%ﬁ"uriauwﬁﬁu 5701
wzlATeEsauanA19A%HIN';
echo "<font color=brown>$t5_in_msg28</font><br><br>";
// $t5_in_msg27="twnawABly <a href="../t5 /t5.php’>NAURIINEN</a>":
echo "$t5_in_msg27<br>";
## \AAYS temp/
“sudo rm -fr $tmp_dir’;
“mkdir -p $tmp_dir’;
include("/var/www/html/ $this_server/code/body_tail.php");
exit();

$src_file="sys_data.tar.gz";

$x="cd $tmp_dir; sudo tar zxf $src_file™;

if (! is_dir("$tmp_dir/data") or (! is_dir("$tmp_dir/exam1”) and lis_link("$tmp_dir/exam1"))){
if(strpos($tmp_dir,”/tmp/")1==false) $x="sudo rm -fr $tmp_dir’;
echo "<br><span class="error'>Error! extracting
$tmp_dir/sys_data.tar.gz(iserver/code/instalI_testweb‘php line 382)</span><br>\n”;
echo "<br><a href="index.php’>Go back</a><br><br>";
include (" /var/www/html/ $this_server/code/body_tail.php");
exit();

if(lisset($_SESSION['language’])) $_SESSION['language’]="thai’;
$testweb="/var/www/html/testweb/$webname”;
$x="sudo sh -c "cd $tmp_dir; rm -f $src_file";

)

$x="sudo sh -c "cd $testweb; rm -fr data"";
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.

$x="sudo sh -c “cd $tmp_dir; mv data $testweb/data
$x="sudo sh -c "rm -fr $testweb/data/result/*"";
$x="sudo sh -c "cd $testweb; rm -fr exam*"";
$x="sudo sh -c "cd $testweb; rm -fr *exam"";

n~.

$x="sudo sh -c "cd $tmp_dir; mv exam* $testweb/"";
$x="sudo sh -c "cd $tmp_dir; mv *exam $testweb/"";
$x="sudo chmod 700 $testweb/data -R;

$x="sudo chown $www_user.$www_user $testweb/data -R”;
$x="sudo chmod 700 $testweb/exam™ -R";

$x="sudo chmod 700 $testweb/*exam -R";

## ﬁﬂﬁ Texam, 2exam, 3exam Lﬂ'umiaauimm SL‘ﬂwﬁ’m’li link exam1 %vlﬂ“/di Texam
if(is_dir(" $testweb/1exam”)) “cd $testweb; rm exam1; In -s 1exam exam1;;
chdir("$testweb/code/t6");
## T data/score_info.php 1nal
unlink(" $testweb/data/score_info.php”);
if(isset($_SESSION['testweb_base’'])) $save_testweb_base=$_SESSION['testweb_base'];
$_SESSION[ 'testweb_base’]="/var/www/html/testweb/$webname”;
$language="";
include(”$testweb/code/t6/t6_m 1 _gen_score_info.php”);
if(isset( $save_testweb_base)) $_SESSION['testweb_base’]=$save_testweb_base;

## aUANALUE daRBaiRednwiunazinan i
$t5_in_msg3="Error! Database server is not running.<br>Use terminal run this command: sudo service
mysql start;’;

$t5_in_msg4="Error! cannot create database:’;

## auAALUSLIATviNaRa U Aaw
unset($handle);
if(lisset($handle)) {

include(”/var/www/iserver/code/z_1db_pass.php”); // $db_user="root’; $db_pwd="meroot’;

//$handle=mysqli_connect(“localhost”,$db_user,$db_pwd, $dbname);
$dbname="testweb’;
“mysql --user=$db_user --password=$db_pwd -e "CREATE DATABASE IF NOT EXISTS
$dbname;"”;
$handle = mysqli_connect(”Iocalhost”,$db_user,$db_pwd,$dbname);
/* check connection */
if (mysqli_connect_ermo()) {
printf("Connect failed: %s\n", mysgli_connect_error());
include("/var/www/html/ $this_server/code/body_tail.php");
exit();
}

/* change character set to utf8 */

if (!mysqli_set_charset($handle, "utf8")) {
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printf(“Error loading character set utf8: %s\n”, mysqli_error($link));
include(”/var/www/html/$this_server/code/body_tail.php");
exit();

## flush all mysql tables
if(isset($db_user) and isset($db_pwd)) {
$x="mysqgladmin flush-tables -u$db_user -p$db_pwd";

## delete database tables

/7 list We RN tables fT’\‘im\lﬂ

$sql = "SHOW TABLES FROM $dbname”;

$result = mysqli_query($handle,$sq|);

if (1$result) {
echo "DB Error, could not list tables(install_testweb.php line 537 )<br>\n";
echo ‘MySQL Error: ' . mysqli_error($handle);

echo "<br><a $menu_dec href="index.php’>Go back</a><br><br>";

include("/var/www/html/$this_server/code/body_tail.php");
exit();
}
while ($row = mysgli_fetch_row( $result)) {
/7 NN table Tifidansine _swebname aulvinan
unset($tname); $tname=trim($row[0]).” ";
if(strpos($tname,”_$webname ”)!==false or strpos($tname,”_ ")!==false ){
$query2="DROP TABLE IF EXISTS $tname’;
$resu|t2=mysqli_query($hand|e,"DROP TABLE IF EXISTS $tname");

}

mysqli_free_result($result);
## flush all mysql tables
if(isset($db_user) and isset($db_pwd)) {
$x="mysqgladmin flush-tables -u$db_user -p$db_pwd~;

## n9oyalwlna temp/systemdo.sal #nldluansTud Z9aza31e table 197 wazshdoyalaluin

“cd $tmp_dir; mysql -u$db_user --password=$db_pwd --default-character-set=utf8 $dbname <

systemdb.sql;;

#+# delete database tables ‘ﬁ\‘i‘lﬁﬂ‘ﬁl tb_log_teacher_$webname,

tb_log_student_$webname,tb_user_$webname,tb_score_acc_$webname
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/7 list LWe RN tables ‘fT’\‘i‘ﬂNﬂ
$check_db_str=" tb_log_teacher_$webname tb_log_student_$webname tb_user_$webname
th_score_acc_$webname “;

$sql = "SHOW TABLES FROM $dbname”,;

$result = mysqli_query($hand|e,$sq|);

if (!$result) {
echo "DB Error, could not list tables(install_testweb.php line 577)<br>\n";
echo "MySQL Error: " . mysqli_error($handle);
//$msg53="<a href=""$to_link."?mode=show”>NAUgHUMaN</a>";
echo "<br>Go to main page<br><br>";
include("/var/www/html/$this_server/code/body_tail.php”);

}

while ($row = mysqli_fetch_row($result)) {

/7 8 table Aifidalsinfionln scheck_db_str 1rnum

unset($tname); $tname=trim($row[0])." *;

$query2="DROP TABLE IF EXISTS $tname”;
//echo "query2=$query2<br>";
$resu|t2=mysqli_query($handle,$query2);

}
mysqli_free_result($result);
$query2="DROP TABLE IF EXISTS tb_score_acc_$webname”;
//echo "query2=$query2<br>";
$resu|t2=mysq|i_query($handle,$query2);
$x="mysqladmin flush-tables -u$db_user -p$db_pwd";
//$t5_in_msg12="Deleting unused file in temp/...";
echo "$t5_in_msg12”;
rm =fr $tmp_dir’;
if(!is_dir($tmp_dir)) “mkdir -p $tmp_dir;cp /var/www/html/$this_server/code/core_htaccess_deny.php
$tmp_dir/.htaccess; chmod 700 $tmp_dir;
echo "<span class="0k’'>$t5_in_msg5</span><br>";
ob_flush(); flush();
//$t5_in_msg13="Importing exam is done successfully.’;
echo "<span class="0k’'>$t5_in_msg1 3</span><br>";
// report this action to master
if(file_exists(”/var/www/html/$this_server/master/data.php”) ){
$time=time(); $action_report = "$time,install testweb: $filename_short”;
include(”/var/www/htmI/$this_server/code/report_status_to_master.php”);
}
$menu_dec="class=\"menu\” onmouseover=\"this.className="menuover'\"”
onmouseout=\"this.className="menu’\"";
$main_menu=$_SESSION[$this_server.”_menu’];
echo "<br><span $menu_dec

onclick=\"location.href="index.php?main_menu=$main_menu’'\">&nbsp;&nbsp;Continue&nbsp;&nbsp;</span><br>";

if(strpos($check_db_str,$tname)===false and strpos($tname,”_$webname ")!==false and $webname!=""

i
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## update html/testweb/timing_web.php Zafludayafilduanaiuiiiinlifansu
include('/var/www/test/code/core/core_manage_testweb_timing_web.php');
if(isset($save_testweb_base)) $_SESSION[ testweb_base’]=$save_testweb_base;
chdir("/var/www/html/ $this_server”);
unset($handle);
include(”/var/www/html/ $this_server/code/2_2db_connect.php”);
//log
$log_msg="install testweb: $webname using file: $filename_short”;

include(”/var/www/html/ $this_server/code/log.php”);

g S e
function get_dir_file_name( $dir, $match=",$nomatch="")
{
## 01RS9NU $math 3zLan
## NA9NENEIR5ITU Snomatch 9zARBEN
## using
// $a='bbb’;
/7 $y=get_dir_file_name($a, *.ohp’, *now*'); // usimalnla .php vonan eniulwsais
//echo "y=3$y<br>";

$str=";
if (is_dir($dir)) {
if ($dh = opendir($dir)) {
while (($file = readdir($dh)) !== false) {
if($match!=""){
if (1 fnmatch("$match”, $file)) continue;
}
if($nomatch!=""){
if (fnmatch(”$nomatch”, $file)) continue;
}
if($stri="") { $str .= "\n$file”;} else{ $str = "$file”;}
}
closedir($dh);
}
}
return $str,
}

HHHHHHHHHHRHHHAHH R HRRH

W HHHH
function get_file_name($path, $match="")
{
$path=trim($path);

$str_file="";

A9 now agsae




&9

?>

if (is_dir($path)){
$dh = opendir($path);
while ($file = readdir($dh)) {
if(sfile 1= " && $file 1= ".") {
if($match!="" and strpos($file,$match)===FALSE) continue;
if($str_file=="") $str_file .= $file; else $str_file .= *,".$file;

}
}
closedir($dh);
}

return $str_file;
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14 encryption.php 1WulddW1FlwdrsWaddidoauasddy Taslidred1esesalda
Y

aane 1t

<?php

$this_file_name="encryption.php’;
## This program executable only on localhost and must included(calling directly will not work).

include(’/var/www/iserver/code/prevent_calI_directly.php’);

/*
###Testing:

$text="sompan’;

$key="123456’,

$e=encode( $key, $text);
$d=decode($key,$e);

echo "\ $text=s$text<br>";

echo "encoded text=$e<br>";
echo "decoded text=$d<br>";

*/
if(1function_exists(‘myencode’) ){

function myencode( $key, $text)

{
// $key = 123456,
// $text = plainText="very important data’;

// return cypherText
/* Open module; and create V. */
$td = mcrypt_module_open('blowfish’, ", ‘ecb’, "');
$key = substr($key, O, merypt_enc_get_key_size($td));
$iv_size = mcrypt_enc_get_iv_size($td);

$iv = mcrypt_create_iv($iv_size, MCRYPT_RAND);

/* Initialize encryption handle */

if (mcrypt_generic_init($td, $key, $iv) 1= -1) {
/* Encrypt data */
$cypherText = mcrypt_generic($td, $text);
merypt_generic_deinit($td);
merypt_module_close($td);

}

return $cypherText;

}

if(1function_exists("mydecode’) ){
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function mydecode($key, $text)

{

// $key = 123456,

// return plainText
/* Open module, and create IV */
$td = mcrypt_moduIe_open(’blowfish’, ", 'ecb’, )
$key = substr($key, O, mcrypt_enc_get_key_size($td));
$iv_size = mcrypt_enc_get_iv_size($td);
$iv = merypt_create_iv($iv_size, MCRYPT_RAND);

/* Initialize encryption handle */

if (merypt_generic_init($td, $key, $iv) 1= -1) {
/* Reinitialize buffers for decryption */
merypt_generic_init($td, $key, $iv);
$plainText = trim(mdecrypt_generic($td, $text));
/* Clean up */
merypt_generic_deinit($td);
merypt_module_close($td);

}

return $plainText;

if('function_exists(‘gentwokeys’) ){
function gentwokeys($passphrase) {
// LﬁaL%EJﬂLLaD’J‘ilvaﬁ pubkey in /run/shm/pub.key pri key in /run/shm/pri.key
// generate a 1024 bit rsa private key, returns a php resource, save to file
$privateKey = openss|_pkey_new(array(
'private_key_bits" => 1024,
"private_key_type’ => OPENSSL_KEYTYPE_RSA,
)
if(Mfile_exists(“pri.key")) {
//$passphrase = "123";
openssl_pkey_export_to_fiIe($privateKey, "/run/shm/pri.key”, $passphrase);
// get the public key $keyDetails['key’] from the private key;
$keyDetails = openssl_pkey_get_detaiIs($privateKey);
file_put_contents(”/run/shm/pub.key”, $keyDetails['key']);

}
if(1function_exists('encrypt_data’) ){
function encrypt_data($pubkey_str, $Data) {
// store $encryptedData ...
$pubKey = openssl_pkey_get_public($pubkey_str);
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openssl_public_encrypt($Data, $encryptedData, $pubKey);
return $encryptedData;

if(1function_exists('decrypt_data’) ){
function decrypt_data($prikey_str, $encryptedData, $passphrase) {
/7 retrieve $encryptedData from storage ...
// load the private key and decrypt the encrypted data
//$passphrase = "123";
$privateKey = openssl_pkey_get_private($prikey_str, $passphrase);
openssl_private_decrypt($encryptedData, $decryptedData, $privateKey);
return $decryptedData;

if(1function_exists('pri_encrypt_data’) ){
function pri_encrypt_data($prikey_str, $Data, $passphrase) {
$privateKey = openssl_pkey_get_private($prikey_str, $passphrase);
openssl_private_encrypt($Data, $encryptedData, $privateKey);
return $encryptedData;

if(1function_exists('pub_decrypt_data’) ){
function pub_decrypt_data($pubkey_str, $Data) {
// store $encryptedData ...
$pubKey = openssl_pkey_get_public($pubkey_str);
openssl_public_decrypt($Data, $decryptedData, $pubKey);
return $decryptedData;

7>
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w4 update_code.php flulWailFlusudeyannnsoudineiiodiinnvesalda Tag

(3

Y
Hdednwosalaanaa liil

<?php
$this_file_name="update_code.php’;

include (' /var/www/iserver/code/allow_localhost_only.php’);

$server_str=$_SERVER["REQUEST_URI"]; // $server_str=/cts/code/4allow_localhost.php
$xlk=explode('/’,$server_str);

$this_server=trim($xIk[1]); // cts

$_SESSION['this_server']=$this_server;

## This program executable only on localhost and must included(calling directly will not work).

include(”/var/www/html/$this_server/code/prevent_calI_directly,php”);

if(trim($_SERVER["HTTP_HOST"])!="localhost’ ){
echo "<br><center>This function only work on localhost</center><br>";
exit();

//import_request_variables('pG’, 'p_");
extract($_REQUEST, EXTR_PREFIX_ALL, 'p'):

$menu_dec="class=\"menu\"” onmouseover=\"this.className="menuover'\"

onmouseout=\"this.className="menu’\"";

$filename="";if(isset($p_fn))
$fi|ename=trim($p_fn); //$filename=/var/www/html/rts /admin/got/Update_sots5701-18Feb2014-10_38.tar.gz
$z=$filename;
if(strpos($z,'Update_sots')===FALSE or strpos( $z,\tar.gz')===FALSE ){
$t5_in_msg19="Error! update file must begin with Update_sots5701 -xxx.tar.*’;
echo "<br><span class="error'>$t5_in_msg19</span><br><br>\n";
$log_msg="Error! try to update code with filename: $filename”;
include("$testweb_base/code/log.php");
$main_menu=$_SESSION[$this_server.”_menu’];
echo "<br><span $menu_dec
onclick=\"location.href="index.php?main_menu=$main_menu’\">&nbsp;&nbsp;Continue&nbsp;&nbsp;</span><br>";
include (" $testweb_base/code/body_tail.php”);
exit();

//$tmp_dir="";if(isset($p_tmp_dir)) $tmp_dir=trim($p_tmp_dir); //$tmp_dir=/var/www/html/rts/admin/tmp
$tmp_dir="$testweb_base/admin/tmp”;## LARES temp/if(lis_dir($tmp_dir)) “mkdir -p $tmp_dir;’;
“rm -fr $tmp_dir/*";

“cp /var/www/html/ $this_server/code/core_htaccess_deny.php $tmp_dir/.htaccess; chmod 700 $tmp_dir’;
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$pathx="/var/www/html/$this_server/fdown”;
if($p_|oca|==’y') $pathx="/var/www/html/$this_server/local”;
if(strpos($z, .tar.gz.nc')!==FALSE ){
include(”$pathx/fname.php”); // get $dpass
include_once("/var/www/html/$this_server/code/encryption.php"); // function LﬁEJ’JﬁJUﬂ’]i
VAR
include(”/var/www/html/ $this_server/admin/keys.php”);
$dpass=base64_decode($dpass);
$dpass_using=pub_decrypt_data($server_pubkey, $dpass);
$z=trim($p_fn); // Update_sots5701_rts-03Mar2014-08_19.tar.gz.nc
$filename_short=$z;
## LARYS temp/
if(tis_dir($tmp_dir)) “mkdir -p $tmp_dir;";
“rm =fr $tmp_dir/*";
“cp ./code/core_htaccess_deny.php $tmp_dir/.htaccess; chmod 700 $tmp_dir’;
“cp $pathx/$z $tmp_dir/$z°;
“sudo sh -c "cd $tmp_dir; merypt --key $dpass_using --flush -q -u -d $z; rm $z; chown
www-data.www-data *; chmod 700 *"*;

}

echo “"<input type=\"button\"” id=\"blink\" style=\"display:none;\">\n";
echo "<script type=\"text/javascript\” language=\"javascript\">\n";
echo "function blink(){\n";

echo " document.getElementByld(’blink’).click();\n";

echo " setTimeout('blink()’,"1000");\n";

echo "\n”;

echo "blink();\n";

echo "</script>\n";

echo "<br>Updating code for $this_server may take time, please wait!<br>";

ob_flush(); flush();

$filename=trim("cd $tmp_dir;ls -1 Update_sots*");

“cd $tmp_dir; tar zxf $filename;sync; rm $filename™;
$d=trim("cd $tmp_dir; Is -1d Update_sots* | grep -v '.tar.gz"");
//echo "$d=$d<br>";

$zx="";

include(”/var/www/test/code/version.php”); $prev_version=$pday;
if(file_exists(”$tmp_dir/$d/update-commandline.sh”))

$zx="sudo sh -c "cd $tmp_dir/$d;./update-commandline.sh;sync"";
if(strpos($zx,’0K")===FALSE ){

echo "<br><span class="error'’>Some Error occured.</span><br>$zx<br>\n";

$tmp_dir="/var/www/html/$this_server/admin/tmp”;

“rm ~fr $tmp_dir/*";
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“cp /var/www/html/ $this_server/code/core_htaccess_deny.php $tmp_dir/.htaccess; chmod 700
$tmp_dir’;

$log_msg="Error update code using $z";

include("/var/www/html/$this_server/code/log.php”);

$main_menu=$_SESSION[$this_server.”_menu’];

echo "<br><span $menu_dec
onclick=\"location.href="index.php?main_menu=$main_menu’\">&nbsp;&nbsp;Continue&nbsp;&nbsp;</span><br>";

include("/var/www/html/$this_server/code/body_taiI.php");

exit();
}
echo "<br>";
echo "<br>Updating code is successfully.<br><br>\n";

include("/var/www/test/code/version.php”); $new_version=$pday;

if(file_exists(”/var/www/html/$this_server/master/data.php”) ){

// report this action to master

$time=time(); $action_report = "$time,update code from version $prev_version to $new_version using:
$filename_short”;

include( " /var/www/html/ $this_server/code/report_status_to_master.php”) X

$log_msg="Update code using file $filename_short";

include(”/var/www/html/$this_server/code/log.php");

$tmp_dir="/var/www/html/ $this_server/admin/tmp”;

$z="rm -fr $tmp_dir/*;

“cp /var/www/html/ $this_server/code/core_htaccess_deny.php $tmp_dir/.htaccess; chmod 700 $tmp_dir’;
$main_menu=$_SESSION[$this_server.”_menu’];

echo "<br><span $menu_dec
onclick=\"location.href="index.php?main_menu=$main_menu’\">&nbsp;&nbsp;Continue&nbsp;&nbsp;</span><br>";
include(”/var/www/html/$this_server/code/bodytail.php");

exit();

?>
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144 keep_alive_to_master.php 1ilulwdfn ¥ lunmsdsnumsairvquiiioniieaian

] [

A ad P 'o 1 = [] 4 Y o 1 dy
Lﬂi@\il“ﬁwwﬂiﬂﬂgigﬂ‘]Nnﬂ’?ﬂ Iﬂﬂuﬂ’)@ﬂN“ﬁﬂiﬁIﬂﬂﬂﬂ@@‘lﬂu

<?php
@session_start();
$this_file_name="keep_alive_to_master.php’;
if(trim($_SERVER["HTTP_HOST"])!="localhost’ ){
echo "<br><center>This function only work on localhost</center><br>";
exit();
}
$server_str=$_SERVER["REQUEST_URI"]; // $server_str=/cts/code/4allow_localhost.php
$xlk=explode('/',$server_str);
$this_server=trim($xIk[11); // cts
$_SESSION['this_server']=$this_server;

//import_request_variables('pG’, ‘p_");

extract($_REQUEST, EXTR_PREFIX_ALL, ’p’);
//$client_type['mcts’']="MCTS: Master Control Testing Server’;
//$client_type['srs']="SRS: Score Report Server’;
//$client_type['cts’]="CTS: Control Testing Server’;
//$client_type['sts’']="STS: Site Testing Server’;
//$client_type['rts’]="RTS: Room Testing Server’;

$testweb_base="/var/www/html/$this_server”;

if(isset($_SESSION['this_server(])) {
if(file_exists(”$testweb_base/master/downloading’) or
file_exists(” $testweb_base/master/uploading”):) {
echo "pausing”;
exit();
}

$this_server=$_SESSION[ this_server’];

if($this_server=="rts’){
## to get new /var/www/html/$this_server/admin/status_all.txt
$keepalive_yes="y’;
include(”/var/www/htmI/$this_server/code/m5_rts_test_room_admin_ajax.php”);

}

$alive_filename="/var/www/html/$this_server/master/data.php”;

include($alive_filename);

/%

//  $master_type_short="cts’;

//  $master_ip="localhost’;

//  $to_master_user="sts_1";
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//  $to_master_password="123";
//  $keep_alive_time="20";

// $master_pubkey=

*/

$alive_filename?2="/var/www/html/ $this_server/admin/keys.php”;
include($alive_filename2); //  $server_hwid="dObe7051897cf7 3adb949954567353a6';

// connect to $master_ip/conncect/keep_alive.php with
$source=$to_master_user;
$destination=$master_type_short;
$password=$to_master_password;

$hwid=$server_hwid;

/7 using curl to send register

$ch = curl_init();

curl_setopt($ch, CURLOPT_HEADER, 0);

curl_setopt($ch, CURLOPT_VERBOSE, 0);

curl_setopt($ch, CURLOPT_RETURNTRANSFER, true);

curl_setopt( $ch, CURLOPT_SSL_VERIFYPEER, false);

curl_setopt(Sch, CURLOPT_SSL_VERIFYHOST, false); // siaaifisngnly
curl_setopt( $ch, CURLOPT_TIMEOUT, 10);

curl_setopt( $ch, CURLOPT_CONNECTTIMEOUT, 10); // 10 sec for timeout
curl_setopt( $ch, CURLOPT_FRESH_CONNECT, true);

curl_setopt($ch, CURLOPT_USERAGENT, “Mozilla/4.0 (compatible;)");
curl_setopt( $ch, CURLOPT_POST, true);

curl_setopt( $ch, CURLOPT_URL,

"https://$master_ip/$master_type_short/code/keep_al ive_from_client.php”);

$status_all="nothing’;

$fn="/var/www/html/$this_server/admin/status_all.txt";

if(file_exists($fn)) {
$status_all="T".file_get_contents($fn);

lelsef
$status_all .= "T@tester_online4test_num@0@tester_online4test_num@”;
$status_all .= "@tester_testing_num@O0@tester_testing_num@”;
$status_all .= "@tester_finished_num@O0@tester_finished_num@";

$status_all .= "@remain_time@N/A@";
$status_all .= "@cstate@unknown@cstate@”; // Waiting for login,Testing, Seeing
score,unknown
}
$post_array = array(
"source”=>"$source”,

"destination”=>"$master_type_short”,
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"password”=>"$password”,
"hwid"=>"$hwid",
"status_all”"=>"$status_all"

);

curl_setopt($ch, CURLOPT_POSTFIELDS, $post_array);
$response=curl_exec($ch);
$response=trim($response);
if($response=="0K’){
touch("/var/www/htmI/$this_server/master/keep_alive_with_master.php");
$log_msg="keep alive from $this_server to master at $master_ip”;
include (" /var/www/html/ $this_server/code/log.php");
Jelseif(strpos($response, ‘download’)!==false){ // "download@@$dfn_down@@$dfn_up@@$dpass”; &4
Yryy1 el download/upload
touch(”/var/www/html/$this_server/master/keep_alive_with_master.php”);
$a=explode('@@’,$response);
$download_list=trim($a[1]);
$uplist="X"trim($a[2]);
$pass=trim($a[3]);
## download part
$y=explode(”;",$download_list);
$enty=count($y);
$dwnload="n’;
for($k=1;$k<=$cnty; $k++){
$z=trim($y[$K]);
if($z=="") continue;
if(file_exists("/var/www/html/$this_server/fdown/$z")) continue;
$dwnload="y’;
break;
}
if($dwnload=="y"){
// BB9NBAIAE $dpass A8 prikey AASHS UMDY
$dpass=base64_decode($pass);
include_once(”/var/www/html/$this_server/code/encryption,php");
include(”/var/www/htmI/$this_server/master/data.php”);
$dpass_using=pub_decrypt_data($master_pubkey, $dpass);
// $download_fn=System_data_sots-5701-abc-14Jan2014-9type.tar.gz.nc
// echo $dpass_using > /tmp/pass.txt’;
$tmpx_dir="/var/www/html/$this_server/fdown”;
$y=explode(”;",$download_list);
$cnty=count($y);
$dlifile="";
“mkdir $tmpx_dir/.aaa";
$action_report="";

for($k=1;$k<=Scnty; $k++){
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if(lisset($y[$k])) continue;
$z=trim($y[$k]);
if($z=="") continue;
if(file_exists(”$tmpx_dir/$z")) continue;
//°echo "$z" > /tmp/z.txt";
touch(” $testweb_base/master/downloading”);
“cd $tmpx_dir/.aaa; wget --no-check-certificate --connect-timeout=15
https://$master_ip/$master_type_short/fdown/$z;";
$time=time(); $action_report .= "$time,download from master file: $z\n";
“sudo sh -c "cd $tmpx_dir/.aaa; mcrypt --key $dpass_using --flush -q -
u -d $z; rm $z; chown www-data.www-data *; chmod 700 *";
$dlifile .=";$z";
}
unlink(" $testweb_base/master/downloading”);
// report this action to master
if($action_report!="")
include(”/var/www/htmI/$this_server/code/report_status_to_master.php”);
$log_msg="keep alive from $this_server to server: $destination at
$master_ip”;
if(sdifile 1="") {
“cd $tmpx_dir/.aaa;mv * ../.7;
include("/var/www/html/$this_server/code/m4_1.php"); // update link

$log_msg="keep alive from $this_server to server: $destination at
$master_ip and download $dlfile”;
}
include(”/var/www/html/$this_server/code/log.php”);
}
## upload part
$x=trim("cd /var/www/html/ $this_server/fup;ls'-1 *.gz.nc>);
//if($x1="" and $this_server!="rts'){ '// a0 rts laisiasasln /fup TdiwsnzaeuaFannsauls
deluuaa
if($xt=""){
$x=$x."\n";
$y=explode("\n",$x);
$cnty=count($y);
$fpath="/var/www/html/$this_server/fup”;
$f_all="";
$action_report="";
for($k=0;$k<$cnty; Sk++){
$z=trim($y[$k]);
/7 if($z!="") “echo "uplist=$uplist, z=$z" > /tmp/z.txt";
if($z!="" and strpos($uplist,$z)===false){
$filename=9%$z; $f_all .=";".$z;

touch(" $testweb_base/master/uploading”);
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// $save=rts-127.0.0.1-1393476172-1-1-27Feb2014-
11-42-52.tar.gz
include(”/var/www/html/$this_server/code/upload.php”); // &1

o

fidollanainasuansuanue lingan1sinaw
$time=time(); $action_report .= “$time,upload to master file:

$filename”;

}
unlink (" $testweb_base/master/uploading”);
// report this action to master
if($action_report!="")
include("/var/www/html/$this_server/code/report_status_to_master.php");
$log_msg="keep alive from $this_server to server: $destination at $master_ip”;
if($f_all'="") $log_msg="keep alive from $this_server to server: $destination at
$master_ip with upload files: $f_all”;
include (" /var/www/html/ $this_server/code/log.php");
}
}elseif($response==’cIear_cIient_register_now’){
if(file_exists(”/var/www/html/$this_server/master/keep_alive_with_master.php”) )
unlink(”/var/www/html/$this_server/master/keep_alive_with_master.php”);
$filename="/var/www/html/’.$this_server.’/master/data.php’;
if(file_exists($filename)) include( $filename);
$str_out
=”<‘?php\n\tunset(\$master_type_short,\$master_ip,\$to_master_user,\$to_master_password,\$keep_a|ive_time,\$

master_name,\$master_admin_name,\$ma5ter_admin_teIephone,\$master_pubkey,\$this_node_prikey);\n";

$str_out .= "\t\$master_type_short="$master_type_short’;\n";
$str_out .= "\t\$master_ip="$master_ip";\n";

$str_out .= "\t\$to_master_user="$to_master_user’;\n";

$str.out .= "\t\$to-master_password="$to_master_password’;\n";
$str_out .= "\t\$keep_alive_time=$keep_alive_time;\n";

$str_out .= “\t\$master_name="";\n";

$str_out .= “\t\$master_admin_name="";\n";

$str_out .= "\t\$master_admin_telephone="";\n";

$str_out .= "\t\$master_pubkey="";\n";

$str_out .= "?>\n";

file_put_contents( $filename, $str_out);
$log_msg="clear register connection to server: $destination at $master_ip";
include(”/var/www/html/$this_server/code/log.php”);
Jelseif(strpos($response, ‘change_keep_alive_time')!==false ){
touch("/var/www/htmI/$this_server/master/keep_alive_with_master.php");
$new_keep_alive_time=1*trim(str_replace('change_keep_alive_time@@'," ,$response));
$filename="/var/www/html/’.$this_server.’/master/change_keep_alive_time.php’;
touch($filename);
$filename="/var/www/html/’.$this_server.’/master/data.php’;

if(file_exists($filename)) include( $filename);
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$log_msg="change keep alive time from $keep_alive_time to $new_keep_alive_time by master at
$master_ip”;

incIude(”/var/www/htmI/$this_server/code/log.php");

$str_out
="<?php\n\tunset(\$master_type_short,\$master_ip,\$to_master_user,\$to_master_password,\ $keep_alive_time,\$

master_name,\$master_admin_name,\$master_admin_telephone,\$master_pubkey,\$this_node_prikey);\n";

$str_out .= "\t\$master_type_short="$master_type_short’;\n";

$str_out .= "\t\$master_ip="$master_ip";\n";

$str_out .= "\t\$to_master_user="$to_master_user’;\n";

$str_out .= "\t\$to_master_password="$to_master_password’;\n";
$str_out .= "\t\$keep_alive_time=$new_keep_alive_time;\n";

$str_out .= "\t\$master_name="$master_name’;\n";

$str_out .= "\t\$master_admin_name="$master_admin_name’;\n";
$str_out .= "\t\$master_admin_telephone="$master_admin_telephone’;\n";
$str_out .= "\t\$master_pubkey="$master_pubkey’';\n";

$str_out .= "?>\n";

file_put_contents( $filename, $str_out);
$log_msg="clear register connection to server: $destination at $master_ip";

include (" /var/www/html/ $this_server/code/log.php");

lelsef
“echo "$response” > /var/www/html/ $this_server/master/error4dkeep_alive.txt™;
$log_msg="error connection for keep alive to master at $master_ip with message: $response”;
include("/var/www/html/$this_server/code/log.php”);

}

7>
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<?php
$this_file_name="keep_alive_from_client.php’;
## all clients will connect to this file to keep alive (every 25 sec.) and may download exam or update when
available
// must connect as https://
$server_port=trim($_SERVER['SERVER_PORT']);
if($server_port1=443){ // GaRulHLY https 1l security
echo "error1”;  exit();
}
if (getenv("HTTP_CLIENT_IP")) $ip = getenv("HTTP_CLIENT_IP");
else if(getenv("HTTP_X_FORWARDED_FOR")) $ip = getenv("HTTP_X_FORWARDED_FOR");
else if(getenv("REMOTE_ADDR")) $ip = getenv("REMOTE_ADDR");
else $ip = "UNKNOWN";
$from_ip=trim($ip);
$client_ip=trim($ip);

//import_request_variables('pG’, 'p_");
extract($_REQUEST, EXTR_PREFIX_ALL, 'p’):
if(isset($p_destination) ) $p_destination=trim($p_destination);
if(isset($p_source) ) $p_source=trim($p_source);
include(”/var/www/iserver/code/z_1 db_pass.php”);
$dbname=$p_destination;
$handle = mysqli_connect(”Iocalhost”,$db_user,$db_pwd,$dbname);
/* check connection */
if (mysqli_connect_errno()) {
printf("error Connect failed: %s\n”, mysqli_connect_error());
exit();
}
/* change character set to utf8 */
if ('mysali_set_charset($handle, "utf8")) {
printf(“error loading character set utf8: %s\n", mysqli_error($link));
exit();
}
$time=time();
$tbx="tb_log";
$user="$p_source”;//unset($client_type);
//$client_type['mcts’]="MCTS: Master Control Testing Server’;
//%client_type['srs’']="SRS: Score Report Server’;
//$client_type['cts’]="CTS: Control Testing Server’;//$client_type['sts']="STS: Site Testing Server’;
//%$client_type['rts’]="RTS: Room Testing Server’;
if(isset($p_source) and isset($p_destination) and isset($p_password) and isset($p_hwid)){
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// $source="'sts_1";
// $destination="cts’;

non

// check enable connection file "/var/www/html/$destination/client_"."$source/connect.php”;
$px="/var/www/html/$p_destination/client_"."$p_source/";
if(file_exists( $px.'data.php’) ){
include($px.’data.php’);
if($from_ip=="") $from_ip="unknown’;
//%$node_hwid="dObe7051897cf73adb949954567353a6;
if($node_hwid==""and $node_ip==""and !file_exists($px.’online.php’) ){
$log_msg="send clear_client_registeration for client_".$p_source;
$query="insert $tbx (Iogin_name,from_ip,time,act) values
("$user’, $from_ip’, $time’,’ $log_msg')";
mysqli_query($handle,$query);
echo “clear_client_register_now”; exit();
Jelseif(file_exists($px.’change_keep_alive_time.php’) ){
//$px="/var/www/html/$p_destination/client_"."$p_source/";
unlink($px.’change_keep_alive_time.php’);
echo "change_keep_alive_time@@$node_keep_alive_time"; exit();
}elseif($node_hwid==$p_hwid and $node_password==$p_password and $node_ip==$client_ip and
file_exists($px.’connect_allowed.php’) ){
touch($px.’online.php’);
if(isset($p_status_all)) {
$fn=$px."status_all.php’;

fiIe_put_contents( $fn,"<?php ”.$p_status_a|l.”‘?>”);

}
$dfn_down="';
$x=trim("cd Zvar/www/html/$p_destination/fdown; Is-=1 *.nc*);
if($x1=""){
$x=%$x."\n";

$y=explode("\n",$x);

$cnty=count($y);

for($k=0;$k<$cnty; $k++){
$z=trim($y[$k]);
if($z=="") continue;
$dfn_down .=";$z";

}

if($dfn_down=="") $dfn_down=";’;

$dfn_up="";

$d=explode('_',$p_source); // rts_3com

if(tfile_exists("/var/www/html/ $this_server/checkf_$p_source.php”)) {
$c_host=trim($d[0]); // rts
$ab=1*str_replace('com’,”,$d[1]);
if(file_exists("/var/www/html/$this_server/username.txt")) {
/7 7 regis fiu master uda Az laRgnas1oawan Tddngu @30 user Tn

Tdsunsa cCTest
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$master_info:trim(“cat /var/www/html/$this_server/username.txt‘);

lelse{
if($this_server=="srs’) $master_info="SR1’;
if($this_server=="mcts") $master_info='"M1";
if($this_server=="cts’) $master_info="C01’;
if($this_server=="sts’) $master_info="S01’;
if($this_server=="rts") $master_info='"R01’;
}

if($c_host=="srs") $client_info="SR'.$ab;
if($c_host=="mcts’) $client_info="M’.$ab;
if($c_host=="cts") { $c=sprintf("%02d",$ab); $client_info="C’.$c;}
if($c_host=="sts’) {$c=sprintf("%02d",$ab); $client_info='S".$c;}
if($c_host=="rts") {$c=sprintf("%02d",$ab); $client_info='R’.$c:}
$checkf=$master_info.$client_info; // SR1CO1SO01R03
fiIe_put_contents(”/var/www/html/$this_server/checkf_$p_source.php”,’<?php exit();
?> ".$checkf);
lelsef
$checkf=str_replace('<?php exit(); 7>

" file_get_contents(”/var/www/html/$this_server/checkf_$p_source.php”));

}
$x=trim("cd /var/www/html/$p_destination/fup; Is -1 *.nc | grep $checkf™);
if($x1=""){
$x=%x."\n";
$y=explode("\n",$x);
$cnty=count($y);
for($k=0;$k<$enty; Sk++){
$z=trim($y[$k]);
if($z=="") continue;
$dfn_up .=";$z";
}
}

if($dfn_up=="") $dfn_up="X’;
if($dfn_down!=";" or $dfn_up!=";"){
if($dfn_down!=";" and $dfn_up!=";'){
$log_msg="Good keep alive connection from client_".$p_source.” and signal
to download "."$dfh_down”.
" and list uploaded files”;
Jelseif($dfn_down!=";"){
$log_msg="Good keep alive connection from client_".$p_source.” and signal
to download "."$dfn_down”;
lelsef
$log_msg="Good keep alive connection from client_".$p_source.” and list

uploaded files’;
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$query="insert $tbx (Iogin_name,from_ip,time,act) values
("suser',’ $from_ip’, $time’,’ $log_msg')";

mysqli_query( $handle,$query);

// allow download from $p_source

$stx="sudo sh -c "cd /var/www/html/$p_destination/fdown; chown www-data.www -
data *; chmod 700 *; cat .htaccess"”;

if(strpos($stx,"allow from $node_ip”)===false ){

“cd /var/www/html/$p_destination/fdown; echo "allow from $node_ip’ > a.txt; cat
.htaccess >> a.txt; mv a.txt .htaccess;;

}

include("/var/www/html/$p_destination/admin/fname.php”);

/7 laldiaadnsWe sdpass insnzgnidnlisae prikey zasgdsaguaa

echo "download@@$dfn_down@@$dfn_up@@$dpass’; /7 dadaad
download/upload

exit();

lelsef

$log_msg="Good keep alive connection from client_".$p_source;

$query="insert $tbx (login_name,from_ip,time,act) values
("$user’, sfrom_ip’, $time’,’ $log_msg')";

mysqli_query($handle,$query);

echo "OK"; exit();

}
$log_msg="Error! keep alive connection from client_".$p_source;

$query="insert $tbx (login_name,from_ip,time,act) values ('$user’,'$from_ip’,’ $time’, $log_msg’')";
mysqli_query($handle,$query);

echo
"error2<br>p_source=$p_source\np_destination=3$p_destination\np_password=$p_password\nnode_hwid==$node_h

wid=\np_hwid=$p_hwid\nnode_ip=$node_ip\nclient_ip=$client_ip"; exit();

?>




HIANUIN U

a d' Yo a A [ v T =R
‘U‘nﬂnmmm'm"!mummwuwmmmﬂmzmnamen



111

A ~ Yo aa d 1 L=
im‘]ié)ﬂ"{lﬂ?n&l‘ﬂ"lﬂiﬂﬂ'liﬂWNW!NEl!!Wﬂ‘I—!i%ﬁ’JNﬁﬂH1

1 @ J

@ 4 a @ a a o [y
JINY DDUIUNT, ASH mty,ﬁa“ﬂ ngfﬂJ‘WH‘ﬁ:’ ﬁmmﬂa‘ﬂ. (2557). PIUHUINAAHIUIZUUTOU

d a ] a 19 a a 3', {
991’!"!@1!5“1’!19{1?1@!1:. f‘ﬂi1]33“];N'J“]ﬂiﬂi‘Um"ﬂ@lﬁﬂy1§$ﬂ‘U“]leLmZUWHVBWI ﬂi\i‘ﬁ 4

v
v A

U 22-23 WYBAIAY 2557. 1111 2887-2897.



112

) w 4
nraunAad v uszuuaavsaulatuinalyal

Conceptual Framework for Mobile Online Testing System (MOTS)

Vaw @ E o 2 = e = 2
a8 ITWIH A UAUNT AT T”IEHFI'E]‘JJ ua:ﬁnwug ‘]j'lfgﬁﬂ'ﬂ

-

amndniminiiunauimat dninisrisiniindmiaad vinaaama TuTadgauT

kg L]
nnaia
et 2 dl

A a v 4 A v A '
u“']ﬂqﬂﬁ-gﬁ\‘lﬂl'“ﬂw@lurﬁzﬂUﬁﬂﬂaﬂu 1ﬂu!ﬂaﬂuﬂﬁuu7ﬂ&1ﬁfy‘ IWﬁ'WUW‘iﬂL‘]ﬁﬂUﬂﬂ

ar

08
@ o w vy g W P ] a
AT URTaUAULITHIaRanIFaeUVoIT i UHE LI IAI 80 Y BazaInTa lSiHen1TiRnan
P Y ' A 1 Aoy di s ¥ w oy W ¥
AadaniTeuaawIanIas U IvuRLAIdeuluT IuwnmTeunu e Tagszuua annioudawa
P LA w 2 q9 s 4 . . 3
gavaaulalldiunndiaauats Tagldszuuasuaalatinaouioin une. (SUT-MOTS) uuilu
< 4 = 3 ) = oo =
dunuy ud1 1 pRP Huniudsaen 18 MysoL dugiudaya vauuuszinl §iansdund
a 3 A o F by e a P @ .
gunsadaaiaaumiadneunuea i 118 dinsnaaeudate Tdsunsudiaod Selenium IDE uaz

TWNUHANTINATILAING T

o o ar §_ o 9 w oo [
AN : I2UUAoUIOUY lﬂ‘l! nisdadralewad n1swmdovoaid lﬁl! nsagaluyIvy

Abstract

The purpose of this research is to develop a large mobile online testing system
{MOTS) that can conncet the examination and the data processing of multiple
institutions. This system can be used for entrance examination or any other examinations
with high number of examiners at the same time. SUT-MOTS with the PHP language
command and MySQL as database using Linux operating system was used as the
prototype. This system can be installed and operated on any modern computer. Visual
tester Selenium TDE (Tntegrated Development Environment) was performed to test the
system and the data was reported.
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