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Biomedical Sensor Networks have become a potential solution for monitoring
health of people in their home and at hospital. Their application is especially suitable
for elderly and disabled people who may prefer to be on-the-move, rather than
constrained in a particular area. Such networks allow continuous monitoring of the
patient’s physiological information. Sensors are attached to the body and relayed back
to the medical center. To support such application, network performance metrics such
as packet delivery ratio, end-to-end delay must be satisfied to ensure that data packets
can be routed and reliably delivered to the medical center. However, in a more realistic
scenario some nodes do not cooperate with each other (i.e. by dropping packets they
receive) either due to node battery depletion, malfunctioning or simply misbehaving
for unknown reason thereby degrading network performance.

The underlying aim of this research is therefore to propose an enhancement to
a RL-based routing in biomedical mobile wireless sensor networks by integrating it
with trust and reputation, called QRT, and compare it to an existing scheme which has
been used to find optimal path through experience and reward for biomedical sensor
network, called reinforcement learning based routing protocol (RL-QRP) algorithm

and a non-learning algorithm called the threshold. Simulations were conducted under
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different mobility, malicious nodes and end-to-end delay requirement conditions. The
routing performance metrics studied in this research were of average success ratio,
average end-to-end delay and the number of discovered path for each path length.

The experiments results showed that proposed QRT algorithm can outperform
existing RL-QRP algorithms and the threshold scheme in terms of average success
ratio by up to 11% and 25%, respectively in the malicious node variation case, and up
to 9% and 22%, respectively in the node mobility variation case. Furthermore, in the
end-to-end delay requirement case, QRT gained 11% up to over RL-QRP algorithm.
The results in our experiments suggest that trust and reputation can be applied to
improve routing in presence of malicious nodes in mWSNs with stringent end-to-end

delay requirements applications.
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