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This research is to write a program, WIC, that runs on a Linux server (using Red hat Fedora Core 3)
that installs web server, PHP, Mysql database server and mail server. WIC (Web Integrity Check)
program will check specified webpage and detect whether it is changed. When the change is detected,
the original page can be uploaded and replace that page via web upload or fip upload where user can
specify. Also when the change is detected, alert can be sent to web admin of that page via an email
and/or and SMS message. Users can specify date and time for the checking as suite their needs. All of
the settings can be done on WIC web pages. WIC webpage is also checked against any unauthorized

changed.
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Field Type

userid INT UNSIGNED NOT NULL AUTO INCREMENT PRIMARY KEY
user char(10) NOT NULL

pass char(10),

status char(5),

email varchar(50)
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Field Type

userid INT UNSIGNED NOT NULL
full name varchar(50)

address varchar(255)

tel no varchar(50)
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Field Type
link no INT UNSIGNED NOT NULL AUTO_INCREMENT PRIMARY KEY
userid INT UNSIGNED NOT NULL

enable char(1)




md5 char(32)
link text
check_time text

o a day
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Field Type

link no INT UNSIGNED NOT NULL
userid INT UNSIGNED NOT NULL
enable char(1)

ftp_host varchar(100)

fip_user char(10)

ftp_pass char(10)

fip_dir varchar(50)
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Field Type

link no INT UNSIGNED NOT NULL
userid INT UNSIGNED NOT NULL
enable char(1)

web_user varchar(10)

web pass varchar(10)
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Field Type

link_no INT UNSIGNED NOT NULL
userid INT UNSIGNED NOT NULL
enable char(1)

SmMs_no char(15)




SmMS_msg

varchar(50)
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Field Type
link no INT UNSIGNED NOT NULL
userid INT UNSIGNED NOT NULL
enable char(1)
email_addr varchar{100)
email_msg text
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Field Type

link no INT UNSIGNED NOT NULL
userid INT UNSIGNED NOT NULL
time INT

page text
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Field Type

link no INT UNSIGNED NOT NULL
userid INT UNSIGNED NOT NULL
time INT

result text
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Field Type
userid INT UNSIGNED NOT NULL




ip char(20)
time INT
act Text
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Field Type

no INT UNSIGNED NOT NULL AUTO_INCREMENT PRIMARY KEY
userid i

time INT

ip char(20)

act Text
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Field Type
no INT UNSIGNED NOT NULL AUTO_INCREMENT PRIMARY KEY
time INT
md5 char(32)
2.3 msRaRdnuEynd
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iea 3 sy EinedRiuiudeasie web Server, PHP, Mysql Server a2 Mail Server
deAndudinesmaiGenLenuda Fekimsfmuaf1(Configure) w19 9 139 nesudazd)
udamdanniiute iimsdadein el dauduneude o
1. mismuamIfnldiwnes
Fouthi root oudaefids

[sompan@kerberos ~]$ su -
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Password:
[root@kerberos /J#
s liud v nd Jete/ttpd/confrhttpd.conf Itiudeyamariidhul
DefaultLanguage th
AddLanguage th .th
LanguagePriority th en ca cs da de el o es et fr he hr it
AddDefaultCharset TIS-620
AddCharset TIS-620  .th
M .
VNN restart service Tnaidrumd

[root@comeng /1# service httpd restart

Stopping httpd: [FAILED]
Starting httpd: [ OK ]
msfmuan 1 PP

#oaflus root AouvInuIAT 9 reuT 180 PHP udmde i Frofrdadhaane Fananeng
Yoo 1 deauanssiie AR I8Aakwd g

[root@kerberos ~]# rpm -qa ! grep php

php-mysql-4.3.9-3

php-4.3.9-3

ddahildasdosasnon uaziloasudinsdmuasidudnlSmefndy pap 14914ded

Y
Ha

o ) Iy 4
msmvuam 19 Mysql i§35viaes

]
as

&ouii root Foumntiuliasmoudtidas Mysql idanTe lidedidednaars danand1e
flov 7 fowaasoie AR 18Gadeud i

[root@kerberos ~]# rpm -qa | grep msql

mysql-server-3.23.58-13

mysql-3.23.58-13

php-mysql-4.3.9-3
AU start service A90R1

[root@comeng ~J# service mysqld start

Starting MySQL: [ OK ]

o

3 @ 1 [ y a ' q’: W e
udr AT farr U@ ML root 1iiadoamsfnde i Mysql iwudrdeensdesimiy

e

12345 T lddrdadsedl

[root@comeng ~]# mysqladmin password '12345'
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4. ﬂ’liﬂ'l‘ﬂl.lﬂﬂﬂmilﬁl"h’iﬂl’)ﬂ‘i

¥ ¥
Foudlu root AEUMIMITULA 1Y Jetc/mail/access B35l

localhost.localdomain RELAY
localhost RELAY
127.0.0.1 RELAY
Tl 1P vounteadl RELAY

hﬂﬂl‘?}ﬂméﬂ »ﬁf (1%4 maill.sut.ac.th)RELAY
a3 access Tnidaedda

[root@comeng mailJ# makemap hash /etc/mail/access < /ete/mail/access
1111 IS fete/mail/sendmail m
Td dnt h i ffiussiia

dnl DAEMON_OPTIONS( Port=smtp,Addr=127.0.0.1, Name=MTA"dnl
wasudeyalfduRus i Domain vewzuuduiiu suac.t seifudussiadhems

LOCAL_DOMAIN('sut.ac.th')dnl

MASQUERADE DOMAIN(sut.ac.th)dnl
nntfuadalng config 484 mail Mildaedds

[root@comeng mail]# m4 /etc/mail/sendmail.me > /etc/mail/sendmail.cf
Vil NG fetc/atiases AseussRmAengnie el mail Hezdelu root gn
dolU g9 pssunumy wudealdda W1 suee TWudlvdail

# Person who should get root's mail

root: sutee
ériufd

[root@comeng mailJ# newaliases
i@ ¥ restart sendmail S1ufrda

[root@comeng mail]# service sendmail restart

Shutting down sendmail: [ OK ]
Shutting down sm-client: [ OK ]
Starting sendmail: [ OK ]
Starting sm-client: [ OK ]

5. mssmuamIdszuy Taenaly
3¢ 1 1
douflu root AouImiwiimdla Firewall ilospusedan1¥uyneceld 1814/
[root(@comeng /J# iptables -F

» v '
AUl save ngmaitidaeid
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[root@comeng /J# service iptables save
@ T
9INWURINS Disable SELinux  #20m3ud 1'lWa /ete/sysconfigiselinux  Inaliin/aey

o e 9 =1 s ] 9 = = o 1 o ~ 3 Y g7 o4 9
mwwmmwmﬂum%’wma lm&‘ﬂ1ﬂﬂ1ilﬂﬂﬂuﬂﬂﬂﬂ1’3‘ﬁﬂﬁﬁ]']ﬂﬂﬂ@l\ﬂﬂﬂ'lll‘l.lﬂ 6 139994

reboot 1309820
SELINUX=disabled

6. msAnRaIn

Houihy root AeusInLIR R0l I ulsunsuinde wic_script_2004-12-13 tar.gz 11137

oot/ udndagail

[root@comeng ~]J# od /
[root@comeng /J# tar zxvf /root/wic_script_2004-12-13.tar.gz
[root@comeng /J# chown apache:apache /var/www/html/wic/ -R

[root@comeng /1# chmod 700 /var/www/html/wic/ -R
uassuvuasldannsodednnldinduny Tadwi hp/Fonousiviaes

<.

“ A o ) | Yo o £ da =
TwaziBoamuing 1amisde Advanced Linux Server N vouazang 180oudu Adaiu lag na

Tus ¥ wnIneduma Tu TaBgsund Mninded 1 nunwut 2546 Tnadmi 044-224818
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