4
a a

AnnaA Asnues : MsasavduanuAalnaluTnssiedinsaes 13 aeients
i#hszJuBamsinyas (ANOMALY DETECTION IN WIRELESS SENSOR
NETWORKS FOR AGRICULTURE MONITORING) 213 INUTAM

] 4 a @
A¥emans19138 a3.3017 Waonssw, 98 Wi,

Taseinedinseg 3me lagniann vazihunldauiemsthsziuFimsinuasodis
9 ' Y I ¥ = @ 3 9

nve TagTasediedansiag Isaelianuansalumsithse S uazinudoyanismenn

A A A A Y} A v o ' o Yy ¥ = ~ A
Moluiummz niedwradouiiauly duiuTnssiiedinsvg 3amevalseuaiion

9 2 9 A g 09/’ a a a o A a a
udeyavina g Fedeyanmnuunivewszinannuralnaduilowunvinanuialnaves
7 9 A o PPN a [ 09; KX A A o Y
An3293 13015 IngMIainesssumanAalnd mindsdeyaninuadellsuamn sz ld

=S [ I 1 % 0911 ~ a 9 o 9 =
gadondsnuiiuediann aniulumstzaadSunams ldwasaulumsdsdoya arsling

o 9 U 1

tamsdeyanoumsdedoyadinan Taedinsnanuuiudrlumsasiiuanuiailng

G

[ a

a5 aefaunauIte ADMINUAUINTZUIUNMINMTATIVIUANNANUNANULUS

Q

v 9
A A

Tuvazghawnsoaams lgwasnulumsdadoya o aorfigiu udsed Idiuauenszuiums
as1vvunNAnlnA laely Self-Organizing Map (SOM) tt e ¢ Discrete Wavelet Transform
1 o v % o 1 o 4
(OWT) lumsanvuiavesdoyanouiimsds Fedeyadena launnmsdunsizd uazen
1n30110In5293 13 e Tuanimadonai
' 3 Y ~ £ Aa a
mMInaaoisesniy 3 Minaasd UYsznouals Msnaasdn 1 Faumsnanurailng
A o £ 9 ¥ o ) 2 v a 2 Aoy
nd1a09vu 191 1) Tudoyasiaos nazdoyasindarndonase Fnszurumsni ldiaue
@ a AA a dg’ a Y =
(SOMDWT) @13150a5293UAuAnnAN AT U514 65% uaz 69% lunsdiveg
9 o 7 A k2 a a 4 a 4
voyaadtnsizvngnuninaleanuialnduuualse (Sparse faults) Hazuu s aa
(Bursty faults) 8% 67% 1182 80% d 1M UT0YaINTIIAAOWITI NgAUNTNANNAAUNA
J a J o w { : o a a
puuailsa nazuvwisad MUY N13NAaIN 243035993 uAINAAYNAIN
doyavian lduininlassiedinsieg 1Fareluaniuiiars 4 nu dsgnouais NAMOS
INTEL SensorScope weather station no.39 (481 SensorScope pdg-2008 INHANITNAADINDT I
Y a Qd‘ Y o [ a Qd‘ a d? a 9
n3zUIUMIATI9IUANNARLNAN IdTtauedunsaasnIuanuRalnalinatu5 e 14 99%
dmiuyadoya NAMOS 100% d1%5ugad0ya INTEL 83% d115Ugav0ya SensorScope
weather station n0.39 1182 100% #1135 UYAY0YA SensorScope pdg-2008 ANWAIAY N15NAAD
9 A [ a a 9 A o = 9 a4 A Jd
gangne MInsduANVAalnanIngaTeyaNuNNLIIN 15 INUANIDUNANT]eBUNT &

Q)
= A 4 a [ = = [ a aa 9
GIf’Jﬂ”IW‘VW\I”IﬂJ?JWTJ‘VIEHﬁEJL‘V]FIIL!TQEJ?I?LH? TﬂEJW’Gﬂ1i§§]i’Jﬁ]ﬁ]‘]Jﬂ’J13JNﬂ‘]Jﬂ@]‘ﬂllﬂi]1ﬂ



A o = a Aa Y A Y = a Aa 1 =
ﬂig‘U’Juﬂ'li‘VI‘L!'ll,’ﬁuﬂllﬂi$ﬁ'1/]‘ﬁﬂ1wcl,ﬂalﬂﬂ\‘]ﬂﬂ SOM uazuﬂizamquaﬂm DWT 03 75%

[ { Y o a A [
AMMNAANTITNAADINUIN ﬂig‘]J’JufﬂiﬁUlﬂLl1!,?(11!’E'J?ﬂiJWiﬂﬂﬂﬂig’ﬁﬂ‘ﬁﬂ'l‘w‘luﬂ15@]i’)i]i]‘]Jﬂ’NiJ

1 1 1 Y v
Andnaluvaz i lddoyaiisansailnvelsmaudoyanua (Tag DWT suaud 1)

1139513820330 InsauuIAY Aeio¥oInANY

~ = A A S (=
1nsANY 2553 A8UDYOD101TINUTAM

A A I (= !
ﬁ’lﬂﬂﬂﬂfaﬂ'ﬁ]'ﬁﬂﬂﬂiﬂﬂ'ﬁﬁﬂ




SUPAKIT SIRIPANADORN : ANOMALY DETECTION IN WIRELESS
SENSOR NETWORKS FOR AGRICULTURE MONITORING.
THESIS ADVISOR : ASST. PROF. WIPAWEE HATTAGAM, Ph.D.,

98 PP.

WIRELESS SENSOR NETWORKS (WSNs)/AGRICULTURE MONITORING/
ANOMALY DETECTION/DISCRETE WAVELET TRANSFORM (DWT)/

SELF-ORGANIZING MAP (SOM)

Wireless Sensor Networks (WSNs) have been developed and extensively
applied in agriculture monitoring. WSNs can be used to monitor and collect various
physical attributes within a specific area or environment of interest. Therefore, WSNs
can be viewed as a large database whose data readings from the sensors may be
abnormal due to faulty sensors or unusual phenomenon in the monitored domain.
However, with huge amount data, much energy is wasted in transmitting all of the
measured data to the base station. Hence, in order to reduce energy consumption of
transmitting all data, the data should be preprocessed prior to transmission while still
maintaining the acceptable anomaly detection rate.

The underlying aim of this research is therefore to propose an anomaly
detection algorithm which is able to detect anomalies accurately by means of reducing
wasted energy caused by transmitting all measurement data for anomaly detection at
the base station. The contribution of this research centers on the anomaly detection
using Self-Organizing Map and Discrete Wavelet Transform in order to reduce the size

of transmitted data without losing the significant features of the data obtained from



both random number generator and collected from wireless sensor networks in a real
environment.

In the experiments, the data were tested in 3 scenarios. Firstly, synthetic faults
were added into synthetic and real data. The results showed that our SOMDWT
algorithm can achieve true alarm rate up to 65% and 69% in case of synthetic data,
and 67% and 80% in real data for the bursty and sparse faults, respectively. Note that
most results had low false alarm rates, i.e., less than 1 % except in the case of sparse
faults due to the increased detection difficulty. Secondly, the real faults obtained from
four separate real-world datasets, namely, NAMOS, INTEL, and 2 datasets from
SensorScope (pdg2008 file and SensorScope weather station no.39) were tested. The
results showed that our algorithm can attain up to 99%, 100%, 83%, and 100% of true
alarm rates in the NAMOS, INTEL, and SensorScope (pdg2008 file and SensorScope
weather station no.39) dataset, respectively. All of the results suggested that their false
alarm rates were negligible. Finally, we developed a prototype of a WSN and
deployed it in a biororganic fertilizer (BOF) plant, located at the SUT university farm.
The proposed SOMDWT algorithm was then tested with the real faults from the
dataset acquired from the prototype. The results showed that our algorithm also
performed as well as the SOM algorithm and outperformed the DWT algorithm by up
to 75%. All of the results demonstrated that our proposed algorithm can maintain
acceptable anomaly detection accuracy while using just half of the input data (using

level 1 DWT).
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