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Traditional 2D fingerprint scanners are vulnerable to spoofing due to their reliance
on surface data. In response, this work proposes a novel fingerprint identification
technique using cross-sectional images from Optical Coherence Tomography (OCT). These
images are processed using a Convolutional Neural Network (CNN), initially trained on a
conventional architecture. The model is then enhanced with transfer learning, utilizing the
broad feature sets of pre-trained models including InceptionV3, ResNet50, VGG16, and
Xception. To further boost prediction accuracy, this research apply an ensemble model
principle using a majority voting method for the final output. This approach greatly reduces
susceptibility to spoofing and offers superior accuracy, achieving 100% in 12 identity
fingerprints. this research highlishts the potential of OCT images and deep learning
proposed for the applied with the security and reliability of fingerprint-based identity
verification systems.

In conclusion, innovative application of OCT, deep learning, and ensemble models
pave the way for optional cybersecurity measures. By achieving 100% accuracy in a tests,
this work demonstrate a tangible advancement over traditional 2D fingerprint scanning
techniques, underlining the significant potential approach in bolstering the effectiveness

and reliability of fingerprint-based identity verification systems.
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