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WONGSATHON PATHONSUWAN : WIRELESS SENSOR NETWORK
FOR LOW POWER RADIO FREQUENCY DETECTION SYSTEM.
THESIS ADVISOR : ASST. PROF. FLT. LT. PRAYOTH KUMSAWAT,

Ph.D., 117 PP.

RF MEASURING SENSOR/LORA WAN/LOW-POWER RADIO FREQUENCY

/TRANSCEIVER DETECTION SYSTEM.

Nowadays, the frequency that does not require a license has a rapidly increasing
rate of the tendency to be used, which may cause radio interference. It affects the
surrounding wireless devices to malfunction or severe radio interference and may cause
the wireless devices to stop working. In case of severe interference which the
surrounding wireless devices cannot be used will be requested to be examined for
devices that emit interference. The examiner has to specify the precise location of the
interference device to examine and solve the exact problem. If examiner can’t identify
the location that cause a delay of detecting devices that emit interference. Therefore,
having a highly accurate noise detector would provide quick and efficient
troubleshooting solutions that led to this research. The research presents Wireless Sensor
Network for Low Power Radio Frequency Detection System. Which uses an antenna
and the spectrum signal analyzer to detect the target frequency or the interference.

In addition, a microcontroller is used to control the RF Switch to selectively
read the data via a spectrum analyzer or Wi-Fi receiver. Then a microcontroller also

serves to transmit the position, the direction of the antenna and the results of the



measurements to the database. Moreover, this method can measure the signal and

specify the position of the interference precisely.
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Abstract. This paper presents a design and development of the RF measuring
sensor network for low-power RF transceiver detection system. The proposed
systerm uses an active directional antenna and spectrum analyzer to detect
interfering frequencies and power spectrum of the wireless signals. Furthermore,
we apply microcontroller to control the RF switch in order to select detection
methods whether using a spectrum analyser or service set identifiers using a
WIFI receiver module. The microcontroller module is connected to the GPS and
digital compass modules mounted on the active directional antenna for
determining the position and direction of the antenna. This method is able to
accurately measure the power of signal, triangulate the source of interference,
and identify WIFI access points.

Keywords: Low-power detection system, RF measuring sensor
network, radio frequency interference.

1. Introduction

Nowadays, the trend of using wireless devices in various areas is increasing rapidly and
consequence, there is a great chance of radio frequency interference. This problem can cause
a severe impact on the operation of neighboring communication devices to the point that it
cannot be used. For example, the radio frequency radiation from the mobile base station
interferes with the operation of the BTS train control in Bangkok. This causes the train delay
and affects a lot of passengers. Therefore, having a highly accurate interference detector will
help us to fix the problems quickly and efficiently. In Thailand, the National Broadcasting and
Telecommunication Commission (NBTC) has a duty under the law to manage the frequency
spectrum and to ensure the efficient use of the frequency spectrum in order to prevents severe
frequency interference. The Office of the NBTC is responsible for monitoring and supervising
the frequency usage to support all spectrum management information in Thailand. The
frequency allocation can be divided into 2 types which are the frequency that must be licensed
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and frequency bands that do not need a license. However, the non-licensed frequency band
requires a low transmission power and does not cover any interference that may occur, If a
frequency that does not require a license is requested to be inspected, the Office of NBTC
needs to know the location of the frequency interference source exactly to effectively monitor
the use of the frequency. However, in the event that an interference occurs and the location of
the WIFI access point is unclear or they want to check the distribution of the WIFI usage in
one area, it will take a long time to solve these problems.

This paper presents a design and development of the RF measuring sensor network
(RFMSN) for low-power RF transceivers. This is to enable the Office of NBTC to have an
effective inspection system in the future. In this work, the RF measuring sensor network based
on 3G/4G mobile phone network and Lora WAN technology have been implemented. The
proposed network can monitor the usage of low-power RF transceivers in the inspection areas.
Furthermore, we have developed a smart tracking scheme using GPS module and digital
compass. The software coding of the implementation was accomplished by using C/AC++ and
Python.

This paper is organized as follows. In Section 2, the literature review of tracking system
and the RF measuring sensor network are given and discussed. The design and development
of our radio frequency detection system for low-power RF transceivers is described in Section 3.
In Section 4, the experimental results are shown. Finally, the conclusions are presented in Section 5.

2. Literature Review

In recent years, GPS and GSM modules are widely used in the field of vehicle tracking because
of its high efficiency and easy realization [1-3]. For instance, [1] presented a vehicle tracking
system with high performance GPS/GPRS. This system also has LPG gas leakage sensor and
temperature sensor. If there is a problem of the LPG gas leak, it will send a warning message
to mobile phone of the vehicle owners using SIM908 module. Thengal ef al. proposed an
efficient vehicle tracking system using the GPS and the GSM modules [2]. The information of
vehicle location is displayed in the form of a map on a web server. Hattarge ef al. proposed a
GPS tracking on Lorawan technology combined with an Android application for a smart
transport system |3 ]. This system can be implemented in a real-life environment. Lora is a type
of communication technology that focuses on the long-range communication and low power.
Zourmand ef al. presented a Lora technology and applied it to the Internet of Things (1oT) [4].
Lora is responsible for testable quality and efficiency of the Lora network. Yang proposed a
detection and control of machine operation in various environmental condition using Lora
technology [5]. National instruments presented an introduction to wircless LAN measurement
[6]. For wireless LAN communication, the spectrum measurements can characterize the
performance of the transmitters,

3. Proposed Method

This section presents the design of the RF measuring sensor network (RFMSN) which consists
of the RF measuring sensor node and the RF measuring sensor gateway for installation in
mobile vehicles. The main devices of the RFMSN node system include active directional
antenna, spectrum analyzer, WIFI transceiver, RF switch, GPS module, and digital compass
module. The RFMSN gateway is equipped with a raspberry Pi microprocessor module and a
Lora module. The RFMSN gateway also has a 3G/4G mobile communication module
connected to its interface board, allowing TCP/IP, USB or RS232 serial communication with
the cloud computing. Furthermore, we have used a dedicated LAN connection for connecting
the RFMSN gateway to laptop computer.
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In our proposed system, an active directional antenna and spectrum analyser are applied to
determine the type and frequency of interfering signal, especially for narrow band interference.
Furthermore, GPS and digital compass mounted on that antenna are used to triangulate the
source of the signal interference. Therefore, the designed system is able to precisely detect the
source of interference signal.

The RF measuring sensor network can be used to detect frequency interferences in any
areas that have been requested for inspection. If there is a 3G/4G mobile network in the
inspection area, the system will send all the captured data to the Google Firebase database via
the 3G/4G mobile network, which is considered as the main datalink of the proposed system.
The block diagram of the communication system in this case is shown in Figure 1.

If there is no 3G/4G mobile network in the inspection area, the data transmitted from the
signal detector will be sent outside that area via the supported datalink Lorawan to the RFMSN
gateway that has access to the 3G/4G mobile phone network. Then, the RFMSN gateway will
upload the relevant information to the Google Firebase database. In our proposed system, the
range of Lorawan to achieve wireless communication is up to 3 km with a maximum data rate
of 256 kbps. The block diagram of the communication system in this case is shown in Figure
2. Experimental setup and device connection are presented in Figure 3.

ceeeade  RE Switch

00
Router h_ (" Firebase k
e

Computer ‘

Figurel. Block diagram of the communication system with 3G/4G mobile phone network.

High Directive

Gain Antenna /

Digital Compass|
! Module

| | Raspberry &
Pi 7 |
7 v
1 |
s
RS232 iy }—-I |
|

Computer *| RF Switch

GPS and Digital
Compass module

Spectrum
Analyzer

(a)

Figure 3. (a) Experimental setup and device connection, (b) control box and (c¢) RF Switch.
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4. Experimental Results and Discussion

In this section, some experimental results are given to demonstrate the effectiveness of the
proposed wireless signal detection system. The experimental results and discussion are as
follows:

4.1. Testing the signal received from the WIFI transmitter

Firstly, we performed a preliminary study to see how the type of antenna would affect the
performance of the detection system. The test was performed by sending the WIFI signal at
the 2.4 GHz Channel 11 (2.451-2.473 GHz) using the original monopole antenna that came
with the WIFI transmitter WAVLINK AC600 model, and using the Hyper LOG active
directional antenna as a receiving antenna. Then, we change the transmitting antenna to
Vivaldi antenna, and perform testing with the distance between the transmitter and receiver
varying from 5 m to 200 m. In addition, the antenna is sent and received with horizontal
polarization. The signal levels received from spectrum analyzer are shown in Table 1. From
Table 1, changing the transmitting antenna from the monopole antenna to the Vivaldi antenna
yields higher power level about 5 dBm

Table 1. Measuring result of the receiving signal from WIFI transmitter.

Received power (dBm) Effective Radiated Power (dBm)
Distance (m) Monopole Vivaldi Monopole Vivaldi
Antenna Antenna Antenna Antenna
5 35 4.0 12.5 13.0
25 -3.0 1.0 20.0 24.0
50 -10.0 -3.0 19.0 26.0
100 -23.0 -14.0 12.0 21.0
150 -28.0 -23.0 10.6 15.2
200 -31.0 -26.0 10.1 15.1

By measuring the value of received power, we can calculate the value of effective radiated
power (FRP). To check if the FRP of the WIFI transmitters found meets the requirement by
law, ERP was calculated using the Equation (1), where P. is the power that can be received in
front of the antenna, R is the distance between the WIFI receiver and the WIFI transmitter, G,
is gain of the receiver antenna (The antenna tested has gain 45 dBi) and A is the wavelength.

4?’ER] (1)

ERP(dBm) = Py (dBm) =G (dBi) + 20log, 0[7

4.2. Testing the RF switch controller

In our proposed system, the RF switch is installed in the RF measuring sensor network. It
is used as an optional connection of the active directional antenna to the spectrum analyzer or
to the WIFT transceiver. Therefore, the RF swilch is controlled by a microcontroller to select
the detection methods, whether to take the signal received from the antenna to analyze the
frequency spectrum and signal strength or to find the SSID of the WIFI transmitter. Figure
3(c) shows the RF switch model EVIHMCS8038LP4C. In this work, an RF signal received
from active directional antenna is applied to the incoming transmission line of the RF switch.
The Signal Vu- PC software provides users ability to analyze RF and vector signals.
Furthermore, we have used WIFI analyzer software to identify nearby WIFI access points. To
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validate the RF switch performance, several tests were conducted with the focus on WIFI
signal strength and frequency spectrum of the wireless signal. The test results of the RF Switch
are as follows:

In case of the RF switch “ON”, the received signal is pass through the spectrum analyzer.
The proposed detection system can measure the magnitude of an input signal versus frequency.
Figure 4 presents the spectral results of the wireless signal detection using spectrum analyzer.
From the Figure 4(a), the spectrum displaying on the Signal Vu-PC program will appear and
the magnitude spectrum of the signal will be higher. On the other hand, in case of the RF
switch “OFF”, the received signal is pass through the WIFI transceiver. The proposed
detection system cloud finds all the SSID of the WIFI access point from that signal. Figure 4
(b) presents the wireless signal detection system using WIFI transceiver. In this case, spectrum
measurement results have not changed since the spectrum analyzer is not used. The results
confirm that the RF switch can actually select the desired path of signal.

Amplitude (dBm) -14.17 dBm

2.462 GHz

Amplitude (dBm)

Frequency: 2.442 - 2.482 GHz Frequency

(Hz)

(a) (b)
Figure 4. Spectral of the signal in question, (a) RF switch “ON” and (b) RF switch “OFF”.

Frequency: 2.442 - 2.482 GHz

Frequency
(Hz)

4.3 Testing GPS and digital compass

GPS and digital compass serve to determine the location of the antenna, the direction of
the antenna and the orientation of the antenna in three axes. In this work, GPS and digital
compass are connected to the microcontroller for reading the relevant information and sending
the data to the Fires base, a cloud computing database. The results of the GPS module
positioning are compared with the portable satellite receiver (Garmin eTrex 10 GPS). In
comparison of the coordinates of the position, there is an average error of 2.5 m which is within
the acceptable range. A cloud computing database is shown in Figure 5.

I Akt

= tracker1 = tracker2 = tracker3
Q- Data store 0 Data store ©- Data store
= Location = Location = Location
|- Azimuth: 211 |- Azimuth: 54 Azimuth: 348
|- Latitude: 14.879 L. Latitude: 14.87524 Latitude: 1487507
Longitude: 102.81564 Longitude: 162 .01568 Longitude: 102.816
= RF_Switch = RF_Switch - RF_Switch
|- on_off: “oN |- on_off: “oN L on_off: “on'
Switch: "RF1 Switch: "RF2 Switch: "RF2

Figure S. A cloud computing database.
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D e s

Figure 7. Radio frequency detection system GUI.

4.4 Testing the radio frequency detection system for low-power RF transceivers.

The test scenario began with the installation of a high-power WIFI access point device in
the building. The WIFI access point is assumed as one of the interfering sources. Then, we
have used the proposed system to detect the interfering source. In this work, the active
directional antenna and real-time spectrum analyzer can rapidly identify most interference
sources and signal strength. Furthermore, GPS and digital compass mounted on the antenna
are used to determine the position and direction of the antenna. From the principles of
triangulation, it can calculate the intersection of the antenna direction to determine the location
of the interfering source. Figure 6 presents the location of the WIFT access point device on the
Google map. Radio frequency detection system GUI and display are also presented in Figure
7. With the user-friendly GUI of our software, this mapping allows bearing lines to be marked
on the map to triangulate the source of the signal interference on the Google map. Therefore,
the proposed system can enable interference hunting and easily triangulate the interfering
source.

Conclusion

This article presents a design and development of the RF measuring sensor network for low-
power RF transceivers detection system. In the proposed network, an active directional antenna
and spectrum analyzer were applied to determine the type and frequency of interfering signal.
The microcontroller was connected to GPS and digital compass modules for determining the
position and direction of the active directional antenna. Furthermore, GPS and digital compass
mounted on the active directional antenna were used to triangulate the source of the signal
interference. The data communication between sensor node and gateway is based on
technology used in the 3G/4G mobile phone network and LoRaWAN technology. Therefore,
this method is able to accurately measure the power of wireless signal, triangulate the source
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of interference, and identify user groups. The experimental results show that the designed
system can precisely detect the sources of the interfering signal.
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