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A wireless sensor network (WSN) is a wireless network consisting of spatially
distributed autonomous sensory devices that can communicate with each other to
perform sensing and data processing cooperatively. However, due to limited onboard
resources, power consumption must be reduced. Coverage control schemes, where
nodes typically cooperate with each other, are therefore essential for effective
condition monitoring of the environment. However, nodes are vulnerable to malicious
attacks which directly affect the area under observation. Therefore, the underlying aim
of this thesis is to develop a distributed light-weight coverage control scheme which
countermeasures against malicious attacks in WSNs. This thesis proposed a coverage
control algorithm based on multi-agent reinforcement learning integrated with
a topology maintenance protocol in order to obtain a secure and near-optimal coverage
allocation strategy. The proposed algorithm was designed in such a way that a node
makes its decisions by considering inputs from multiple neighboring nodes in order to
tolerate false messages created by malicious nodes.

Simulation results showed that our algorithm was more robust and efficient by
consistently attaining higher coverage per unit energy consumed, and achieving

6-12% of coverage greater than the original DVF algorithm under sleep deprivation



and snooze attacks. Furthermore, the network substitution attack was studied where
inaccurate information was exchanged between nodes. The proposed algorithm gained
up to 19%, 32% and 37% of coverage higher than the DVF algorithm for the network
substitution attack alone, and network substitution paired with sleep deprivation and
snooze attacks, respectively. By integrating the secure topology maintenance protocol,

our results suggested that vulnerability to such attacks can efficiently be reduced.
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