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Abstract

The rapid growth of e-Commerce services is significantly observed in the past decade. However,
the method to verify the authenticated users still widely depends on numeric approaches. A new search on
other verification methods suitable for online e-Commerce is an interesting issue. In this research project,
a new online signature-verification method using angular transformation is presented. Delay shifts
existing in online signatures are estimated by the estimation method relying on angle representation. In the
proposed signature-verification algorithm, all components of input signature are extracted by considering
the discontinuous break points on the stream of angular values. Then the estimated delay shift is captured
by comparing with the selected reference signature and the error matching can be computed as a main
feature used for verifying process. The threshold offsets are calculated by two types of error
characteristics of the signature verification problem, False Rejection Rate (FRR) and False Acceptance
Rate (FAR). The level of these two error rates depends on the decision threshold chosen whose value is
such as to realize the Equal Error Rate (EER; FAR = FRR). As described above, this research project
names a “invisible” signature because there is no image of signature transmitted through the internet. It is
hardly possible to see or immediately remake the signature from signature feature due to angular
transformation. The experimental results show that through the simple programming, employed on
Internet for demonstrating e-Commerce services, the proposed method can provide 95.39% correct
verifications and 25% better than basic matching based signature-verification method. In addition, the
signature verification with extracting components provides more reliable results than using a whole

decision making.
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Double click # 1Wld1u51# 3-3 tilodaaaTasunsu IDK T1lsunsa Installer azuaastonnudousy 1%

click 0 Accept e lnihae 1a

| i Java(TM) SE Development Kit & Update 6 - License

((} License Agreement S‘
“"""" Please read the following license agreement carefully, %L- ”H
Sun Microsystems, Inc. Binary Code License Agreement ~

for the JAVA 3JIE DEVELOPMENT EIT (JDE), VERIION A

SUN MICROSYSTEMA, INC. ("SUN™) I3 WILLING To LICEN3E THE
SOFTWARE IDENTIFIED EELOW TO YOU ONLY UPON THE CONDITICH
THAT ¥OU ACCEPT ALL OF THE TEEM3 CONTAINED IN THIS

BIMARY CODE LICENSE AGREEMENT AND SUFPLEMENTAL LICENSE
TERMS (COLLECTIVELY "AGREEMENT™). PLEASE RELD THE
AGREEMENT CAREFULLY. BY DOWNLOADING OR IN3TALLING THIS
SOFTWARE, YOU ACCEPT THE TERMS OF THE AGREEMENT.

INDICATE ACCEPTANCE BY SELECTING THE "ACCEPT"™ BUTTCN AT
THE BOTTOM COF THE AGEEEMENT. IF ¥OU ARE NOT WILLING TO

BE BOTND EY ALL THE TERM3, 3IELECT THE "DECLINE™ EBUTTON bt

[ Decling H Accept = ]

Y

JUN 3-4 MeaAd Installer vo 1150033 JDK

. ) .
T1l511n54 Installer 32UAAY path 5189115053 IDK 19113 udaas iy Tadsunsudug ves

Tal5uns3 JDK fgndeaudl Aoasady path s Idas13a3e A1 click 71 Next rive lFanthae lal

% Java(TM) SE Development Kit & Update 6 - Custorn Setup

({ Custom Sety T
= : @ Sun

Select the program Features you want installed,

Select optional Features ko install From the lisk below. You can change wour choice of Features after
installation by using the Add/Remove Programs utility in the Control Panel

Feature Drescripkion

Development Taodls Ja\;la(TM) SE Ili)edveloprnent Kit &
o Update &, including private JRE &
£~ | Demos and Samples Update &, This will require
=3 - | Source Code 300ME on vour hard drive.
= ~ | Public JRE
=~ | Java DB
Install ko

C:YProgram FilestJavaljdkl.6.0 06!

[ <= Back, ” Mexk > ] [ Cancel ]

Y

A A a 3’/
:J“]J‘I/I 3-5 nilmuaaInIaenmMIaaaved 1Usunsu JDK
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T1/51n3% Installer 9291113 copy 1Wdv04 IDK aalu path Az 13
i Java(TM) SE Development Kit 6 Update & - Progress

Installing .
The program features vou selected are being installed, § ‘SZH’!

Please wait while the Install Wizard inskalls Jawa(TM) SE Development Kit &
Update &, This may kake several minutes,

Skatus:

Downloading files (expect pauses as cabinet files are downloaded)

§ 1 Ia g’/
g1 3-6 niheaudasaauMTaiAnAY IDK

. . .
Ta511n53 Installer 920aAY path M51231U5005% java 19113 udmaaaliiiiu Tsunsudug ves

T1l5uns3 java Sgndoauds Aensan path W1 18ae 14039 Al click 7 Next tile luldanihee'la

i& Java Setup - Custom

Custom Setup .
Select the program Features you want installed, § lSH?'J

The Jawa{TM) SE Runtime Environment with support For European languages will be installed. Select
optional features to install from the list below,

S ] : Feature Description
JawalTM) SE Runtime Environment The Java(TM) SE Runtime
- =37 | Default Java for browsers Enviranment with Eurapean
o =2 w | Additional Languages languages. This requires 143ME on
- (= = | Additional Font and Media Support: your hard drive.
Install to:

Ci\Program Files\Javaljrel . 6.0_061

Y

1 Y
31U 3-7 wihdwaaimsaenanga Java
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1131033 Installer 923113 copy 1W&ved java aalu path N3z

£l

= e

i Java Setup - Progress

Installing Java
. @ Sun

This may take a Few minutes

Status: Copying new files

[------l------- ]

Now you can have a full-featured office suite that’s
compatible with Microsoft Office for free!

» Powerful, integrated cet of word processing, spreadsheet, presentation, drawing
and database applications :

Reads, edits and saves Microsoft Office files

* Supports over 70 languages and Solaris, Windows, Linux and Mac operating systems
* Uses industry-standard, open file format (OpenDocument) as its default file format

« Builtin, one<lick PDF export

E El E B B B O;EOﬁiCE.org

-

Y

1 Y
JUN 3-8 MINAWAAITDIULAAAY Java

a ¥ 1 o $ 1 3y
T1J51n5u Installer uarAIHANITAAAT IDK Ndu5isouToo Taoas13lu path fs1 18z Ineuniil

v [ Y
¥ click N Finish (03 UMIAAAS

5 Java(TM) SE Development Kit 6 Update & - Complete

Java(TM) SE Development Kit 6 Update 6
Successfully Installed

Product Reqgistration is FREE and includes many benefits:
* Notification of new wersions, patches, and updates

* Special offers on Sun products, services and training

* fccess to eatly releases and documentation

When wou click Finish, product and svystem data will be
collected and the JOK product registration Form will be
presented, If wou do not register, none of this information
will be saved.

For more information on what data Registration collects
and how it is managed and used, see the Product
Reqistration Information Page.

[ Product Reqgistration Information ]

Y

{ <3 2 a 2
U 3-9 miheauaasmsasaaumsaaaslilsunsy Java
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W1n13a101nan NetBeans 6 w30g9n1 (71w150a11 Ivan’ld htp/  download.

netbeans.org/netbeans/6.0/final/2cid=921887) 13j® download 1a3 911 15192 18 lWldaugin

5;} netbeansa-1_Full

g’lﬁl 3-10 0 1v/d NetBeans 6
H 1] v
Double click 71 1§ 1iloAaaa 11511053 netbeans6-1_full TU31ATY Installer dzuaadliiiu Tusunsy
' @ $ a 4
ou9 ¥0411/51054 NetBeans IDE H1gndoaud Aoasanuanudesnsng laasliege Ald click #

Next 1o l1J§anhas 11/

, NetBeans IDE Installer |Z|E

Welcome to the NetBeans IDE 6.1 Installer

The installer will inskall the MNetBeans IDE with the Following packs and runtimes.
Click Customize to select the packs and runtimes to install,

Base IDE

Java SE

WWeb & Java EE
Muobility

LML

SO

Ruby

CIC++

Runtimes

GlassFish ¥2 URZ
Open ESE v2

Installation Size: 519.2 MB

[ Next> | [ Cancel

51U 3-11 wrharauaad Installer ¥0911 5153 NetBeans 6

Tisunsw Installer 92 1¥is18udUI s 1928005 DTORANAINTZY 131U license agreement 150l 1¥iden

NI accept the terms in the license agreement 1187 click 71 Next tive lganihae 11/
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’ MetBeans IDE Installer

1
) NetBeans IDE |

License Agreement

Please read the following license agreement carefully,

METEEAMS IDE 6.1 {"Product")

11>

Flease review the complete list of open-source licenses
governing software included in the Product, They can be
found in the THIRDPARTYLICEMSE bxt file. Sun elects ko use
only the GMU Lesser General Public License version 2.1
(LGPLYGMU General Public License version 2 (GPL) for any
software where a choice of LGPLJGPL license versions are
made available with the language indicating that

LGPLwZ. 1/GPLYZ ar any later version may be used, or where a
choice of which wersion of the LGPL/GPL is applied is
unspecified.

Please review the list of libraries and licenses provided
far use. This license file contains five distinct licenses.

Unless specified below, the use of NetBeans IDE 6.1 and
| components from the GlassFish runtime are governed by the

[ < Back ][ Mext = ] [ Cancel ]

g’lﬁl 3-12 WAL License agreement Y94 11/511053 NetBeans 6

{ < 4 o
T1/51n5% Installer 92AU path N518911 51053 NetBeans 10113 udwaaalrifiu e lvis1dudu
o A a g A 4 o
path 49311/511n5% NetBeans n@oads Aoasany path Ms1laaq 13939 0l click N Next 1ive'lilda

wihee 11l

’ NetBeans IDE Installer

MetBeans IDE 6.1 Installation
Choose the installation Folder and JDK™ For the MetBeans IDE.
Install the MetBeans IDE to:
|C:'|,Pr0gram Files\MetBeans 6.1| | [ Browse. .. ]
IDK™ For the MetBeans IDE:
|C:'I,Program Files\Javaljdkl . 6.0_06 V| [ Browse, .. ]
[ < Back ] [ Mext = ] [ Cancel ]

[ v
5UN 3-13 mhawaasmadendumiiaanave 115unsu NetBeans 6
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$ a 4 < 4 o
T1J51n5% Installer 92AUN path 5123150050 1@W03 10113 udwaaslfiviu e s gudu a1
p
a 1] ~ a o ~ 4 o
path ¥o115uns1 Flnes gndeuda Aoasei path 51 laas 13939 A1 click 71 Next tie lilFami
ao 'l

INetBeans IDE Installer

GlassFish ¥2 UR2 Installation

Choose the installation Folder and server properties,

Install GlassFish ko:

|C:'|,Program Files\glassfish-v2urz |[ Browse.., ]

JDK™ for GlassFish application server:

|C:'I,Program Files'Javaljdkl 6.0_06 VH Browse.., ]

Admin Username: |admin |

Admin Password: |uuuuu | (default: adminadrmin)

Retype Password: |ouuouo. |

HTTP Part: 5030
HTTPS Port: 5151
Adrnin Park: 4843

.i. Either .asadminpass or .asadmintruststore file exists in your home directory.

[ < Back ][ Mesxt = ] [ Cancel ]

v K
51U 3-14 wiharauaasmslaveyadndsuealasiunsy NetBeans 6
N o a g’l o a 4 g A
T150n3% Installer terA3 path NIzIINIAAAITU51UNTY NetBeans U 15HIBS Az vUIAVDINUNAN

X Y ' 1 1
Tuiludeal¥liisg el dududnasaniia e click # Install rive T§avvheae )

" NetBeans IDE Installer

Summary

Click Install to start the installation.

MetBeans IDE Installation Folder:
C:\Program Files\MetBeans 6.1

GlassFish Y2 URZ Installation Folder:
C:\Program Files\glassfish-vZurz

(Open ESE v2 will be installed to the GlassFish Folder,

Total Installation Size:
519.2 MB

[ < Back ]| Install [ Cancel ]

= Y 3 a ¥
7UN 3-15 mihaaaaseyaaglmsaaasvedllsunsy NetBeans 6
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T1/51n3% Installer 92951013 copy 1Wav84 NetBeans a41u path Aszyy1d

" MetBeans IDE Installer

Installation

Please wait while the inskaller installs MetBeans IDE and runtimes.

Installing Mobility. ..

[——— )

Extracting C:\Program Files\NetBeans &, 1imobility 8w Tk2,5.2Ydocs) apiimidphjavallangiNoClassDefFoundError, html

[ v
51U 3-16 mihaaasanuzmsanaallsunsy NetBeans 6

a g’/ 1" o H [
T1s5unsu Installer 1AAIHANITAAAY NetBeans Nd 130500508 Taoaa 131u path Ms11dszy 1inou
Y H ! v
wti1il 19 click  Finish tiv@aumsaaaa

’ NetBeans IDE Installer

Setup Complete
Click Finish to finish the MetBeans IDE setup,

Installation completed successfully.
Register the MetBeans IDE and GlassFish to get the Following benefits:

# Notification of new versions, patches and updates

# Special offers on Sun developer products, services and training

# Access to early releases and documentation

# Ability to track and manage your registered products on the SunConnection Inventory site

Registration is FREE,

A Y 1 3 2 a g’;
:JI‘IJVI 3-17 nihaNuaanaITaumsanas lUsunsu NetBeans 6
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v
Tumswan Tsunsuvesnuiseil 4390191151050 NetBeans  (HuTusunsulumsdae
Y

o % o g’l a I o 1 1
Walngeansonann Iansldsunsunadldau vazamadiines dredraniatsvesllsunsy

Netbeans ttaadlugii 3-18

W Digital Signature - NetBeans IDE 6.1

File Edit View Mavigate Sowrce Refactor Buld Run Profle Versioning Tooks Window Help

FEES XRO9C T8> B G

Pro.. 4 x|:Services |iFiles | [[E] Compareseriet.java x| (G
-@ pigital Signature ~ = T e
W - B-RRSR £e% auon &
& METR I i:: DecimalFormat a = new DecimalFormat (" ##, #0.007); ~
ve 166 down -0
<[ col_bek.gt 5 2 - SHRE GARE
<]
{1 Edt.jsp - e mj_< a1 7100
[l Fndjsp il H
169 ¥
B amend.jsp
; 170 else(
- cnpae.kp 1m = im/n)T100;
B fower.gF PRamaimnl00;
172 ¥
(] index.jsp
173 dounle pe = O:
=[] pen.ipa
174 1f {count 1<count2) {
[£] pic_sut33.jpg
=11 175 pe = {countl/countz) $100;
[l savesp
176 ¥
[8] scanvas.dlass
177 else(
[8] sign.class
178 pe = {countz/countl) $100;
[ signature.cai
178 ¥
-] sutipg hd
e —| 130 S dist=(o2/¥1.length) *100;
processRequest - Navigator x| g5
Members Yiew || 182 |
CompareServlet :; HttpServiet 183 1f{(fristitfristz<0l){
Ty doGet(HitpServlstRequest request, HitpSery| | 184 out.println{™aHTners") ; =
@C doPost(HttpServietRequest request, Hitpder{ | 185 nu:.prm‘:ln("<hr>mllﬁwn~|qwmﬁummn‘ulm HMamidlania' <ars<aprs) 0
© getServietinfof) : String 186
T processRequestt-tipservletRen es renuest) | 187 )
188 else(
< I ¥|| 189
e — || 190 if (pp>=85 66 pcr=85 &6 § dist>=850){ s
O
B (0265 = 162 [1Ns |
:Dutput - Digital_Signature (dist) ¥ % HTTP Monitor
u)'cumpue—Jsps. 2l
_ |Building jar: D:\Projec 15w nd Z551(0U149-03-09\Digital Signature\dist\Digital Sigmature.var
.dn*dist:
|dist:
BUILD SUCCESSFUL (tobal time: 0 secon dle v

T vtz - V... | G & shu

1 3-18 niharamanalisunsu NetBeans
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& vihafsrun - Windows Interne r

.
v g] http://localhost:8272/Digital_Signature/compare.jsp -
|[Goge|  [[Qsea-io-ed| S &+ @Sgnin |

+ B search 0 = POF
xl_l B~ ~ @ v [2hPage v () Tooks v

.

 pdf - /
ﬁ afiy [@jl@ annduiiinnsafing lgafrﬁm

' Please type the username below

sl :
i_ t . } Username:
I 1]
;. 3 ' Ml il Signiire o fhe HoxiHelow:

'

1

&] Verify signature ] [ Clear signature ] [ Back to main menu L

f- Local intranet | Protected Mode: On
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Sk I RSN

{ @ msnstesmuiususuunu ladihreaeiuaasa - Windows Intemet Explorer ‘ =|E] =
[ OO = |@,__ht_:Fp:_-'_-'Iocalhost:&E?Z_-’Digitaljignature: - - @lc_,—,E Paing 2
i x Google [ B?]Searchv\{»@v @ - | Bsherer T sidewiki- | » & - Osignin- | x @y -
4| i Favorites | 5 & Suggested Sites & Get More Add-ons =
! ‘@ mensrssubsiunounn laddamasfansn | | ﬁ =z B @ ¥ Pagev Safety~ Tools~ ®' ”
-
Tas9n1533e
=
1o )
= ar Lol ﬁ 1 |
A1snsIFaududuLLLaau e aa i uaaInu |
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Online Signature Verification Using Angular
Transformation for e-Commerce Services

Peerapong Uthansakol and Monthippi Uthansakul

Abstract—The  wapid  growth  of  e-Commeree  services s
stonificantly observed o the st decade, However, the method 1w
verify (he aulhénticated usere still widely depends on nuberle
appronehies. A new searchh o sther verificution methods suitable for
online e-Conterce s an biterdsting issue. In this paper, o new onlitie
srgnmpre-verification  mehod wing sngilee pansfination s
prespnted, Deloy slifts existing i online signotures are estunated by
the estipmtion method elying on angle representation. Ino the
proposcd sigmmture-verifioation algorithm, all components of input
sLgnmnre dre extracied by considering the discontinuous brenk points
on the stremm of angular values, Then the csthimured delay shift i
captured by comparing with the selecied veference sienature sl the
arnor matehing can be computed a8 8 main featune wsed for verifving
process, The thresholl offsors are calenlated by two types of civor
cluracterstics of e signatwre verification prob lem, False Rejection
Rate (FRE ) and False Acceptance Raote (FAR), The level of these two
el pates depemds o e decision threshold chosen wlhose valoe is
such us W veslize the Equal Enor Rate (EER, FAR = FRR)L The
experimentsl results show that through the simple programming.
cmployed on Intemer for demonstrating | e-Commeree services, the
proposal tethod it provide 95.39% correct verifications and 7%
better than GP jmtching hased shenaturesverioation method, In
siilition, the signature verbfication with  oxtracting  componaits
prowides more reliable results tun wsing o whole decision mking,

Keywordy—Ouling stonsiure verification, o<Commenes servioes,
Angular Trans fermton,

1, INTRODUCTHION

ECENTLY, the growth of purchasing merchandises via

electronie anling services so-called e-Commerce has been
rapidly driven by huge user demand. However, the technology
of user nuthorzation s still based on numene or alphabet
methods such as credit cards, user name and password. These
methods are simple o implement but along with ease of
frauds, There 15 an increasing interest in relinble entity
verification. Several biometric features hove been studied und
proved useful, mcluding sigromure, fingecpone, face, speech,
iris, and reting pattern [ 1]-[2]. These biometrie fedtures have
advaninges over conventionnl keys or personal identiicalion
numbers (PINS) and passwords in that they are free fom
carringe and memoreation problems, However, because most
hiological charnetenstics sre unchanpeable. 8 more serious

The authom are wilh the Schonl of Telesommumieitiion Engmeenng,
Sormuree Lmiversity of Techmalogy, Maklsm Rielosimn, Thallosd 30000
(earrespanding author phome: 6b4H-I24351 fad bb-H-Z2 M3 comail:
uthmmsn buliasutac thy

This work is fmunclally sopparied by Suramaree University of Technoogy.

problem anses when they are duplicated, Hence, one will
hesitate to use the disclosed brological feanmes: The onling
sigmitre is more robust to the copy problom than other
biclogien]l featires in thot @t has dvnnmie charncteristics n
addition to the morphologicn] charseteristics while the others
generally provide anly the morphological chametenstics 3}
[3]. As one cun expect, it is very difficull to construet o
sumalarly shaped signature that also contuins dynamic features
stmulianeously, Moreover, one can change his or her signature
intentionally in case of sccurity leakage. Because of the
dynamic characteristics of onhine signatures, identical parts of
sigoatures appear at different times, Then there exist debay
shifts in sigmoture, In the parmmetne approaches, they used
global features that are not greatly affected by the nonlmenr
delay shifts [6]. Using only global features has the advantage
ofbéing very fast, bit the error rates are generally high.

The functional approaches represent the signature signal us
i finction of time ond compare the similarity by accumulnting
the differcnce between two functions o pme. The delry
elationship between two  functions is established by the
dynamic programmung (DF) matching method [7] ar hidden
Markoy Maodels (HMMs) [R]-[11] In the DP matching
methods, they tried to find the exact matching pomts between
sigoatures by means of searching which resulted i too much
computation. In the HMM methods, much effort was spent on
selecting the type of Morkov models, dnd much computation
power wis used in enrollient procedures for training the
models, Recently, w get higher security, hybnd approaches
that use more than one kind of feature have been researched
[12]. While they acquire very low error rates, the processing
HIMIC SeCms 1o NCTease,

In this paper, we propose a new method for extrctng
sigmature components by considering. angle representation in
time, This method splits a global delay shifts into many delay
shifts for -each component. Therefore. it reduces error mic
acquisitions  when  combming . venfication  wesults of all
components, The other odvange of angulbir transformution s
that it won on Tofernet
connection because only angle chometeristics are sent from
client 0 sérver mstead of both vertical and  horizontal
charaeteristics, In the proposed method. the cstimuted delay 15
captured by compirimg with ihe selected reference signuture
and the error mutehing can be computed as o main feature used
for verifymg process. The threshold offses are caleulaed by
twa types of error charaeteristics of the signature verification

reduces the data size of trunsom
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probiem, False Rejection Rae (FRR) and False Acceptance
Rote {FAR). The level of these two error sites depends on the
decision threshold chosen whose value is sueh as to realize the
Equal Error Rate (EER; FAR = FRR). All experimeents are
tested thmugh existing Internet connection, Own developed
programming hased Javi Serviet is employed.

In particular, the contnbutions of this paper ame i) the
cancept of using angular transtormation for onling sgnaure
verification ii) the verfication process usmg many decidion
muking from extracted components and 1) its perfonmances
through real-time Inigrnet applications in comparing with other
methods: The remamder of paper is organzed as foliows. In
the following section, we deseribe (he online signatre
processing meluding angulor trupsformation and error-delay
estimations. Section I provides the details of programming
for e«Commeree services and then the venfication procedure
through such o progam s deseribed in Section 1V, Adter
showing the experimental results in Section V, we canclude in
Section V1
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Fig. 3 Examphe of extrecting compenents from angle representation

I, ORNLINE SIKGNATURE PROCESSING

A Anguwlar Transfarmation

In general, the handwriting signature are captured and
represented i 2 dimensions, horzzonil and verticnl axes. For
angalur fransformation, the domain considered instead of both
axes 14 the angle domain which i caleulated by shope from one
captured  pumt to another.  The example of  angular
transformation is shown in Fig. 1. Fig, 2 presents the value of
signature interm of honezontal, vertieal and angalar values m
time. For proposed technigoe, only angalar values of sipnnture
are transmtted from chient to server. Heooe: 1t saves some
overhends due to reducing the size of sipnature feature.

Asoseen in Fig, 2(c), the plot of angular represenmtion has
many discontinuous points. These positions indicate two
meanmes, sharp tip and crossing pi. For sharp tip, it s the
position. when stroke of signature is started. The other
discantingous potion s 4 crossing i because it is occurred
when angular value s changing beween opposite sign at 180
degree. Both meanings are helpfiy] for angular transformation
to extruct signature into many components. The example of
extraction 15 llustrated in Fig. 3 and expressed in (1),

A
S = }:1.&‘,. () (1)

where M is the tom! components of signature, S is the
nogular represenition of handwriting stgmature and S s the
ith components of S(e) which is defined by

[ S1)
S =
i I. i

i, <l )
2)
elsewhere
where g, is the sturting bime of /th component and fe; is the
ending time of fth comoponent.

B Delgy and Error Exiimations

The sogular transformation has been done i the client side
ard sent Woserver. Adter extracting all components by server,
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Fig £ Comparson between reference amid delay signatures of first
cotpaient shown i Fig 3

the next process is w estimate deluy shift and then calculne
the errors. For onling system, the ftme wsage of whting
signature becomes the most important information (o be used
for verifying process. This value 1 umguely different from
oftline verifieation because the oftine system cannol eapture
this delay wme. Do this paper, the [mear approximation s
applied @ estimate the delay,

Fig. 4 shows the nngular values of the first component
presented m Fig, 3. The reference signoture is the selected
prototype used  for comparing with testing signature. The
method to choose reference signature will be described in the
next section, As seen in Fig 4, both signature have a similar
trend it spreading by different times. Hence the delay shift o,
of ith component can be defined as

s =50 ()]

where 87 (1) 1s the ith component of reference signature und
54y is the ith component of delay signature,

To illustrate the telnion between reference nnd delay
signutires, the time intervals of both signatures are necessary
o be investigned. Fig. 5 presents time intervals of first
components given m Fig. 4. It is clearly seen that the slope off
Fig 5 is approximately defined by delay shift . Using lnear
approsimation shown in (43, then the delay shift can be easily
estimatod,

d, =min| zlt;“ -d,:,"|* . )
% g )

Afier estimating the delay shift, the estimated signature by
compensating the delay shift can be expressed as

St =8800d)y (5)

Fig. 6 shows the companson between the first components
of referepce and estimaled signatures derved by signatures
presented in Fig, 4. It is ooticed that there 15 some emors

Biery weim

1 1% 1]

Feteorce £

Fig 5 Approximating the delay shift by shope of et [ine

i {ceryms}

L
18
Sampng tma

Fig, 6 Compuron between refenence snd estimated spiaiires

between them which summation of square errors can be
expressed by

3 =£|§;’1::—S"ml' (6)
L]

1L PROGRAMMING FORE-COMMERCE SERVICES

This paper aims to implement the proposed technique for e-
Commerce services, Therefore, the platform o support this
idea ure simulated by own developing program. In this paper,
the Jova Serviel is used to pogmm both client and server
mterfices. Fig. 7 demonstrates the connection hetween cliont
and server for online verificatson. For client, the tablet pen
mouse s aftached to moake 4 signatue  writing  more
comfortable. After digital handwriting signature is transtormed
into mguir domamns, the chient program will transmit this dats
to server side through normal TOP/IP protocol m which nmy
internet browser cun be used.



63

international Jourmal of ntormation and Commumeaton Enpingenmy fi: | 24900

I ar

| Covks ratac

2 hu-cuba “Lanslairtian
3 5ans Coanaren
15

5 Diphay i Fed a,ny_u

Fip T Conncetion between sorver md cliont

For server side, oll trainmg signatures are collected in the
database for comparing with the data transmitted by client.
Only matched signature will be authorized into the other
section of web site otherwise the mjection wall be trmnsmitted
back to client. Fig. § illustrated a program screen at client side
apened |y intemnel explorer.

TV, VERIFICATION PROCEDURES

A

Sigmatures are input by using a commerem! eleotranic pencil
and a tablet, The apparatus used m the experiments samples
horizontal and vertical positions 130 times per second. The
tow-pass filtering and the size and direction nonmalization are
apphied on the input signature signals, The feature profile is
extmeted from the preprocessed input signsd, All captured
features are performmed by Java programming,

Signature Input Inter face

B, Angnlar Transformation

An ancular ransformation is applied to the signotore feature
profile at client side. As deseribed enrdier, the deloy chift
estimation can be caleulated by compurmg with the reference
sigrinture. However, nnl_v server hos these references, the
process of estimoting delay shift is carried out at server, Using
only this angular feature, the component extragtion is casily
performed by considermg the discontinuous pomnt i time, By
extmucting process; the server can calegorize signatures by
number of components M. This can miprove the speed of cross
check between similar signotare features. 1o addition, #t can
increase the quality of verfication by M hme examinations;

. Sefection of Reference Signature

One authorized wer has been roquest o mpul muliiple N
signatures when registering, In this paper m:l)'.um: reforence
signuture i choten from those regisiered signutures, However,
the cnteria to choose mlerence signature depends on the delay
shift and crror estimanons, The average value of delay shift
and error estamations when use each registered signatures as o
referenced  signature among those N signotures can be
exprossed by

N1
T
i

arg:

1
N=1

dik)= | min |E|t,! —dl.{!c.!}:,.*lz |4
ditkd) | F 1
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L
where k=L N  md k=S

Fig. 9 presents the example of avernge deloy shift and
average crrors from 1) registered signatures, The reference
signature is selected from the one closest to the center.

D, Selection of Delay and Evvar Thresholds

For each authorized clicnt, venfication learming 15 done only
oo regstered signatures. The server approximates. durmg the
verfication phase, the score of the signumre, Signuture
verification: for chent T was performed using a decsion
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TABLEN
SIGNATLEE VERIFICATION RESLLTS Folk 10 CLIENTS
X Carroot FRR FAR
Clhem - - .
() () )
. L
Fint P 95,13 251 230
9717 146 137
4 91,24 451 418
uE Y 244 aay
22 (L]
:..:—;"1
Ao
Ty 936 | 4a1 | 423
95 16 244 134
9572 221 207
41458 134 121
R 9T L1z (B
ol igvima

V. EXPERIMENTS AND RESULTS
The dataset used mothe experiment is compesed of 300
signatures produced by 10 clients writing 2() registered/ tested

-

TABLED
L0 W I REEON WITIE DL IEER METI0 DS
All tesied -
L All Fargeries
Sigmires
Meihods
FRR FAR FRR FAR
(%) %) %) %)
Angulr without exmacting TRE L7 547 Y
componenis
B maicing W4 w2 [EXIT] i4.70
Basle matching 1563 14,84 2243 AR5
Propese] 23T 1z4 il T4
TABLE]
SIGNATURE VERIFICATION RESTTS FOR NUMAER OF T4 NG SIGRATL RES
Niisabar of All 1ested S1gmnturss All Fargeries
Triming
Signawres | pppo) FAR %) FRR (%) FAR (%)
4 4.4 441 b2 [T}
f n 319 925 re7
K 254 2 T4 753
1] 23T 114 T4 Ta4

signatures and 100 fargery sigratures forged by 10 volunteers.
The server and client are on the same local areq netwark, The
proposed  signature-verification algonithm was implemented
with Juva Serviel compiler. We compared. the performance of
the proposed alporitum with o DF matching-based functional
spproach |7] which was developed by one of the suthors, The
DP matching-based method sclects multiple prototypes by
using [SODATA clustering algorthm.

A

It is natural that the possibility of selecting an appropriate

Numbor of Training Signattires

reference signature increases as the number of raming samples
threshold
computed from FAR and FRR among the wsed signatures, of
the number of trminmg somples 15 oo small. selecting the
deckmon boundary for deciding authentic or forped signatures
will alen be difficult

Table 1 shows the venfication results when increasing
number of tminmg signotures. The results from all registered
sigmatures ure better than forpertes. This 1s because the forgery

ncreases. In additon, because the decision 15

signatures have more variety features than registered clients,
B,
Table IT presents the verification results of 10 clients for 10
training signatures, The proposed technigque can offer avernge
95 39%, correct verificntion, 1 is also noticed that the complex
saignatures provide low correct rate and high FRRETFAR.

Verificaion Resuly

€ Comparisun with (Ol Methids

To illustrute the performance of our proposed method. we
compared the results with other approaches which are the
angular transfonmation without extracting compoments. DP
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matehing (7] and busie matching methods. For proposed
method, the decision making &5 done under the conclusson of
all components extracted from signature. However, it s
interesting to see whether only one feature withoot extraction
produces the different results or not. For basic matehing
method, we use four combinations of signature’s length, nme,
size and number of tuming curve.

Table 1l presents the comparison results befween proposed
method and others. The propused method can provide 7% and
7.7 better than DP matching based signatire-verificotion
method {or all tested signatores and forgeries respectively, In
addition, the signature verification with extmeting componenis
offers more mehable vertfication results than using a whole
decision maoking. This is because the use of component
extraction can screen dissimilarities of other signatures before
malang @ decision: As seen m Table 1, 1t 1s obyvious that the
basic mutching approach 1s the worst verification but ot needs,
hiowever, the least complexity for mmplementution,

V1. CONCLUSION

In this paper. we pmpose an online signature verification
using angular ransformation for e-Commerce services, To
more effectively avoid the copy problem, the angular teatures
of signitures in the form of delay shifts are examined, In
addition, it Is casy for angular feature to extract a whole
signature into muny gomponents so the decision making hos 1o
be relied on indwidual judgment of each component This
procedure increases the verification comrection mie, By own
developing server-client program, the vertfication resalts are
able o colieer through Iatemel connection, Expenmental
results shiow that the proposed method could compare more
accurate than other approaches,
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