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The underlying aim of this research is to determine a good rule to
distinguish malicious nodes and select cooperative nodes for packet forwarding to
target nodes in mobile ad hoc networks (MANETS) which is adaptive to ad hoc
environments. The contributions in this research can be classified into two
categories.

Firstly, an enhancement to an existing fixed-threshold reputation scheme is
proposed. Reputation schemes are used to promote cooperation among nodes
through establishment of trust and confidence among nodes in terms of reputation
values. However, static reputation values may not be suitable for every ad hoc
environment. Hence, we proposed an integration of a reinforcement learning
technique with an existing reputation scheme. The rule is adaptive to the network
dynamics because it is learned by interacting directly with the environment. In this
part, the reputation value of each node is directly obtained from a Markov chain
model which allows us to test the proposed approach without complication of
packet traffic generation. Numerical studies show that up to 89% of throughput

increase can be achieved over the fixed threshold reputation scheme.



Secondly, we extend the previous contribution to a more realistic scenario by
generating packet traffic and employing a finite buffer queueing model to characterize
the reputation value among the MANET nodes. Numerical studies show a throughput

increase of up to 71% over existing fixed-threshold reputation scheme.
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